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Inbroductions

The Datas Protections Act 018 provides o legal framewvorks for datas protection n the United, Kingdomy (UK). Tt
incorporates the General, Datas Protections Regulations' (GDPR), the legal frameworks that sets guidelines for the
collections and, processing of personal, information of individuals within the European, Union (EU) and, is sometimes
referred, to- as UK GDPR.

UKGDPRW@@MwDMPWWwWW technology and, the way
mgﬂnmhm&ooﬂﬁcbanduﬁem}mmﬂhomaboubpeoplawﬂwm*mhmg It regulates the processing of personal
Iruaccomlarw@wiﬂw’dePA,weobLowcaCommunihd/SchoobnewgmseU\abwewU@d/mdp:ooes&p@sodeoiu
obligations to people regarding how we handle their datas and manage their prisvacy and, we must register as o
datas controller with the Informations Commissioners Offices (ICO). Anyone carv read, the details of our ICO
dodmé/-bo-dugandlwehmappomted@Dam Protection O&ﬁw (DPO).

Our ICO Registrations Number i1 26392519

Our Datas Protection, Officer is: Jennifer Walker

Contact our DPO on 01946 373656 or email themv ati head@lowcacumbricuschuuk

We recognise thats when we process personal, datas it can inamolve collecting, recording, organising, storing, altering,
refriesming, using, disclosing, restricting, and, erasing or destroying i, and, there can be risks associated, with that
pﬁoc%&nngoﬂﬁepeoplbwhmdob@wt& Fadw\efoadm}mifigpx\oteptpeoplb pensonal;m}ownuhomoan/r\e&dbw

mciudmgzaﬁnwand:ofhmsanphon&

Poliug/punpose
organisations cary feel, confident that: our school is @ safe and, secure place to lear or work, and, to- demonstrate
people

regardless of where they are physically working e.g. ab home, ab ancther organisation, onv trips, and to- all, personal,
or used by other organisations which work for or withs us e, Local, Authonity, workers, contractors, consultants;
schoolworks tasks or while aby school eq., survey results, class Christmas card lists; and, pupils will, have some
The following definitions explairn o little: more: about, our approach to personal, datas

Fonexompl@ owwwoﬂa}omeand/ﬂi&nmxbonﬁkmpupd&fhemn@xto&kw andothenpxﬁ%&molsmoh»ed;w&ﬂv


https://ico.org.uk/esdwebpages/search
mailto:head@lowca.cumbria.sch.uk
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‘Personal, dabas ts any manually or digitally recorded, information relating to a lining person (o datas subject) whichs
identifies them e.g. @ name, an email address, arv identifications number, locations data, arv image, anv IP address; or
access controls eq, o locked, filing cabinet.  This will be: determined, on the basis of a/ risk assessment, of the harm
that failing to- secure the data mights cause e.g., bank details due to-the risk of potential fraud; contact information
access controls e, as locked, filing cabinet:

‘Pseudonymised personal, or sensitive personal datas s information that: has beens de-personalised bub key~
coded and, i carv falls withiry the, scopes of the, UK GDPR and, this policy depending on how difficulty ib s to- attribute
the pseudonym to- o particular indimiduak

‘Supervisonry Authority is the body that regulates compliance with the: GDPR and, iy the, UK this s the ICO.
We willy make anyone with, whom we share the personal; datas of our datas subjects aware of our relemant; policy,
procedures; and, expectations ab the outset of sharing.

Any breachs of this policy, or of the Regulation itself must be reported to- our Datas Protection Officer ands may need,
to be reported to the ICO as the Supervising Authonity for the, United Kingdomu The breachs could be unlamful and,
Thwpohoa;w«lLbeupdated/o&neoessoqyto reflect; lmpmwng pmd:meuwdata;munagemfmb security, and control
Associated, policies or documents include:

Ouerarching Safeguarding Statement,

Child, Protection Policy and, procedures

Online, Safetiy Policy and, procedures

Freedom, of Information Publications Scheme
Healthy and Safety Policy and, procedures
Procedures for Using Pupils' Images

Whole School Behariour Policy and, procedures
Staff Code of Conduct

RoLe&and:ReeponsibAhh‘m

Our responsibilities as o datas controller include:

Ensuning consent; procedures are: lamwfub
Storing datas irv safe and, secure ways.
Staff responsibilities include:
our relessant; Policies and, procedures e, the Online Safety Policy when remote working ete.
T Not using datar irv any unlamwful, way,

=A =8 =4 =4 -8 -4 -8 -9
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The Datas Protection Officer's responsibilities include:

T
1
T
T
1

T
T

Arranging datas protection training ands adwice for all staff and, others included, irv this policy.

The Information Technology Manager's responsibilities include:

T

T
T

Datas Protection Principles

We understand, that as' @ datas controller we are responsible for and, need, to- be able to demonstrate that we
WWWW%MWAWSO&WGDPR Wl'uohr\eqwr@slﬂ'wh

a)

We aim to- achienve this through carefully considering whiy we need, data, before we ask: people for i by
Personal data shall be: collected, for specified: explicit and, legitimate purposes and, not further processed,
v a manner that is incompatible with those purposes

By keeping our Primacy Notices updated; implementing them; and, educating our workforce aboub, what we
hase and, have not agreed, to- use: datas for (also irv line with requirement: a) abose), we can ensure we meet
andwehuwdmhy\ed/ﬂwabwemvghtdoﬂwL&WMPWNoﬂw

Personal, data shall: be: adequate, releasant, and limited: to- whab is necessary v relation to the: purposes
Wew&n&s&bbwﬂe@wmmmmw@wwh%mmm
to-be gimervit: We keep this irv mind, when we draft datas requests and, wher inreleasant, information ts provided,
we take all reasonable steps to retur or erase it

Personal, data shall: be: accurate and, where necessary, kept up to- date

We remiew and, update personal datas on o regular basis. It is the responsibility of individuals prosiding
personal data to- ensure i is accurate:  Individuals should notify us by any reasonable means, but preferably
irv wiiting; if their personal, datas needs to be updated, e.g., o change of name or contach details. We will, take

processed), is erased or rectified without, delay, for example, some records are historical and, should not be

changed.

Personal, data shall: be: kept for no- longer thar is necessary

We will, not retain personal, datas inv as form which allows people to be identified for longer thary ts necessary
to- use it for the reasons we asked, for it We employ, organisational and technical, security measures required,
by the UK GDPR i order to safeguard the rights and freedoms of indimiduals, as well as follow- strict

3
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information transfer guidelines when we need to- mose data e.g., when o pupil leames to- attend, another school
We hold, regular reviews of the data we retainy and, destroy, or archive it irv line with, guidance in the: IRMS
Schools Toolkit, = Information and, Records Management; Society

mmwwmwmwmmﬂmbmmwwﬂu&wwpw
Notices.

] PM@dﬂMMb&WW@WMWWW@O&lh
We understand that, our organisational and technical, measures to- protect data must include protection against
unauthorised, or unlawful processing and against accidentals loss, destruction or damage irv the: UK, Europeary
Union or arupwhere else in the world.

We make staff and, volunteers aware of their data protection responsibilities and, that their duty to- preserve

confidentiality extends to- anywhere that they process the data of our data subjects e.g, abt home, on trips ete.

and, beyond their time of employment; with, us:  See Section 10.8 for more information aboul the organisational
everything else is builts We seek to- meet the “fair” and, “transparent” aspects throughs our Prixacy Notices, and, we
have a lawful basis to- carny it out

To process a piece of personal data we must satisfy ab least one condition for the lawful processing of personal,
data from Article 6 of the GDPR seb out, irv the table overleaf.

6(I)(@)  Consent of the dota subject:

6(1\(b Necessary for the performance of a contrach with the datas subject or to take steps to- enter into- a
()b) .

6(1)(c) Necessary for compliance withs as legals obligation.
6(1)(d) Necessary to- protect the, vital interests (life) of o datas subject or another persoru

6(1)(e) Necessary for the performance of a task carried out irv the public inferest or iy the exercise of
Necessary for legitimate interests of the controller or a third party, excepl where suchs interests are

We rely on different; conditions for the, lawful, processing of personal; datas for different; things.

To process the personal data of our workforce and, volunteers we generally rely on 6(1)(b) ue: to- employ them and,
prowvide training, uniformy pay etc.  Some pieces of datas are processed, for other reasons: For e , We Use
ﬁ\wnatwnabm&u\anwnwnben}ovtmopurpose&nd%mgoman(o)wehold/ﬂwwnexb%ﬁhndaiamdwméﬂ)(d/)
TomthepasonaLdat&qPounpup&awegmmﬂgrdg/m6 e) ue: to educate themu Smnep&moaﬁdam
are processed, for other reasons: Fone/xmpl&wepubhshﬂprATsnewlb&ndwg/om6 be@ausef)r\e/law
6(1)(a).

We rely on different; conditions to- process different; pieces of the personal; data of families eg., 6(1)(b) for their
financial, details to- provide meals, photographs ete; and 6(1)(d) for their contact details inv case their child, i UL
Wem%mmwmwmm%ﬁoﬂﬁmmdebMWWhmembAuw
workers ete. where b applies' ands most oftery using 6()(b) to- work togethen:


https://irms.org.uk/general/custom.asp?page=SchoolsToolkit
https://irms.org.uk/general/custom.asp?page=SchoolsToolkit
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To process a piece of sensitive personal, data we must satisfy at least one condition for the lamwful, processing of
special categonies of datas from Article 9 of the GDPR set oub the table below as well: as one conditior from the

previous table.

Q(R)(a) Explicit consent of data subject, unless prohibited by EU/National, lame
Necessary to meet, obligations under employment, social security or social protections lamy or a
AA)(b) collective agreement.
Necessany to protect the, vital interests (life) of o datas subject or ancther individual where the data
eubjec s phygically o Legally incapableof consentng:
Processing by a nob-for-profily body withs political; philosophical religious or trade union aims if it
Q(R)(d) relates only to members/former membenrs (or those inv regular contach for those purposes) & there is
9(R)(e) Processing relates to personal datas already made public by the datas subject.
QQ)f) Forthe establishment, exercise or defence of legal claims or court judicial capacity.
Substantial public interest under EU/National law proportionate to- the aim pursued and which
Q(R)h) providing healthy & social care or treatmenty o~ management, of healthcare services under EU/National
lavwe o contrach withy a; health professionals

a2 For public healths eg, protecting against serious cross—horder threats to healths or ensuring high
() standards of healthcare & medicinal, products or medical, denices:

We rely on different; conditions for the, lawful, processing of sensitive personal, datas for differents things.

To process the sensitive personal, data of our workforce and, volunteers we rely orv 4(R)(b) to check their criminal,
history before, employing them; A(R)(h) to use their health, information to- protect; themv at worki 4(&)(a) to- share
their healths information withs support services; A(Q)() to report on their healths to- Public Healthy England, (PHE) or
the Health, & Safety Executive (HSE) as requiredi and 4()(f) to retair accident; and, l-health information irv case
of @ claim for compensation

To process the sensitive personal datas of our pupils we rely on 4(3)(b) v respect of child, protections and, multi-
agency safeguarding work; 4(Q)(b) or AR)(h) to use their healths information to- protect them at schooli 4(Q)(1) to
report; orv their health to- PHE or the HSE as required; and, 4(Q)(f) to- retairy accident; and, Ul-healths information iry
case of a claim for compensation

We apply the same criterias to processing the sensitive personal; datas of families and other individuals such as
contractors or Local, Authonity workers ete, where it applies.

whab best, fits the purpose, not whab s easiest:  Wheny carrying outs s new tasks or an existing task iy a new way,

What is the purpose for processing the data?
Carv b reasonably be done inv o different; waiy?
Is there a/ choice as to whether or not to process the data?
Who does the processing benefit?
After selecting the lawful, basis; s this the same as the lawful basis the datas subject would expect?
What is the impact of the processing on the individual?
Are we irnv as position of powenr oser them?
Are they a vulnerable person?
5
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T Are we able to stop the processing ab any time on request; and, have we factored, iy how to- do- this?
PNNGUJ;NO&C%

parents, pupils; staff; contractors, and wisitors what we are doing with, their information:  To- comply with the lamws
b will include:

Our identity and contact details as the datas controller and those of our DPO.

Ounr or a third, partys legitimate interests in haring, it

Details of transfers to- UK Gosvernment; determined, ‘third, countiries” and, the: safeguards:

Retention periods or the criterias used, to- determine themu

The existence of each of the data subject's rights.

The right to- withdrame consent, abs any time, where releaant.

The right to- lodge a complaint with, the, ICO.

TMem%WGMMWWMQWWWWWWW
and, the consequences.

SmeMPWmewwmmwwwmmm&w
governors/trustees, and, wisitors:  They are also made amailable on our website, on noticehoards: and ir

We recognise that: all; datas subjects hanve “qualified rights’ so- they are not absolute rights irv all, circumstances.
Our Primacy, Notices seek to- prowide transparency about our collection of personal data; they are published, orv our
This includes:

Notices.
Any of our data subjects (or their chosen representative or a persony withs parental responsibility for them) cary
make o Subject Access Request (SAR). Please sees Section 5 for our procedure on handling SARs:
Every individual has o responsibility under UK GDPR to- provide accurate data: There is no- legal, definition of

WMWWW¢MWMMW@M@&@WWWM

=4 =4 =4 =8 - -8 -8 - -8 -8 -a n
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The right to rectification will, depend, on why, we asked, for the, personal, data: For example: o persorvs name should,
not be changed, to- their new- married, name onv the Single: Central, Record, (SCR) because the SCR s o record, of
information correct ab the time of recruitment; and, vetting: A note should, be: added, to- ensure the: SCR record, cary
be matched to- the conrect living person inv case of o wething queny using the maried name iy future, bub the record,
When we receive o request to- change the datas we hold, we will, take: reasonable steps to- check that the datas is
accurate and, to- rectify it if necessary:,  This means that: the more important it i that the: datas ts accurate, the mone,
effort we will make to- corrects tt: We wills take info- account, arguments and, ewidence provided, by the data subject

We carv refuse to- comply withs s request, for rectification if the request ts manifestly unfounded, or excessie; taking
into- account whether it is repetitive. We cary either request as reasonable fee: based, onv the: administrative costs of
complying withs the request, or we carv refuse to deal, with the request: We will, use: ICO guidance and, our owry
month. We do not hare to- comply, withs the request until, we have received the fee.

As a matter of good practice, we will, restrict the processing, of the personal data irv question while we are verifying
its accuracy regardless of whether the datas subject asked us to- as is their right, (see Section &.5).

Whmwehawdaddedwhdhmfh&dai&@amﬁ&wnotmdwhdhmwewdbdwangewwnob wewill;e/xplam
our decision to the indiridual, making the request; and; inform themy of their rights to- complairy to- the, ICO. We, will,
also- make as record, of the request; and, our response similar to- the waiy we handle SARs eg., date of receipt; the

Under Article |7 of the GDPR individuals hare as new rights to- hawve their personal data erased: This i also- known
as the “right; to- be forgotten,. There are no- rules abouts hows a, request; should, be made eg., verbally, i writing, efe.
so- all staff are trained, to- recognise someone trying to- exercise this right. The right: i not, absolute and, only applies
%

we hare processed the personal datas unlawfully ue: irv breachs of the laxfulness requirement, of the, Ist principle;
we have to do it to- comply withs o legal, obligation; or

we hame processed the personal data to- offer online “information sociely services” to- a child under the age of
I3 eg. arv app, game; social media, platformy ete. that we subscribe to- and, offer to children but: do not require
accordingly: We also work hard, to- appropriately control childrenys access to- the social, media platforms we

We have to gime specials consideration to- any, request for erasure if the processing of the data s solely based, on
consent; giverv by as child; especially any processing of their personal, datas (usually images) orv the internet.  This
w%%emm%@damwwmbng@@mm@&ddwn&m@m@@mo&ﬂw
risks inwolmed, irv the processing ab the time of consent:  Iny some circumstances we might need to- give more, weight
to- o request; for erasure fromv as child, if their parent has already consented, to- the use of their data eig., remoring
pictures from our school, website: whern o parent; has consented, bub the: child, whose images they, are objects. We
For more information about how- we decide whether o child understands please see Section 5 onv Subject Access
Reqpesi’&

1 the personal data has beers made public inv an online enwironment (for example on social, nebworks; forums, or

= =4 =8 4 -4 =9
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T to exencise the rights of freedom of expressions and, information

q to- comply with o legal, obligation;

q for the performance of a task carried out in the public interest; or ir the exercise of official authority;
T forthe establishment, exercise; or defence of legal, claims:

There are also two circumstances when the right; to- erasure, does not apply to special, category datai

When we receive a, request to erase data, we wills take reasonable steps to- check the identity of the requester and,
We carv refuse to- comply, withs s request; when, anv exemption applies; or whery the request is manifestly unfounded,
or excessive: We cany either request o/ reasonable fee hased on the administrative costs of complying withs the
request; or we cany refuse to deal, withs the request: We will use ICO guidance and, our owrv informations management
decision (including any fee payable) and the reasons without; undue delay and, withir one month. We do- nots hare
When we have decided, whether we carv erase the datias we wills explain our decision to- the individual making the,
request; and, inform, themv of their rights to- complain to- the ICO. We will, also- make: o record, of the request and,
our response similar to the waiy we handle SARs eg,, date and, manner of request (verbally to class teacher, o

The N'ghbfo restrict the prooes&'ngo}personobdﬂm

Under Article 18 of the GDPR indiriduals hare the right to- limit the way we use their datas if they hamve a particular

reasory for wanting to; and this s an atermative to erasing it They may hauve issues with the content; of the

information or how we hanve processed; it Iy most cases we will not be: required, to- restrich ar individuals personal,

data indefinitely, but will; need; to- hare the, restriction irv place for a certairy period of time:  The righty is nots absolute

anch orly applics

1 the data has beerv unlawfully processed, ue: iy breachs of the Ist principle; and, the indinvidual doesnit want, i
erased;

q mmbﬁg@n&d%m&dﬂh&b%%n&d&%%@&@mﬁmb%@bﬁsﬁemm
defend o legal claim; or

T the indwidual has objected to- us processing their datas under Article &I(1), and we are considering whether

We;use’thenwstoppropxwte’ nwihod;ap@wble ab the time to restrict processing mdudmg ;

T temporarily removing published data, fromv a/ website.

While o restriction is irv place we will not do- anything with data except store it unless

T we have the indimiduals consent;

it is for the establishment, exercise; or defence of legal, claims;

it b for the protection of the rights of another person; or

= =4 =4
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We can lift the restriction when we hame decided that the issues are resolved e the data is accurate o our
ifo e We will also tell them aboub their right to- make: o complaint to- the, ICO.

We carv refuse to- comply withy o request wher the request, is manifestly unfounded, or excessive. We cary either
request as reasonable fee based, onv the administrative costs of complying with the request; or we carv refuse to- deal,
with, the request: We will use ICO guidance and, our owny information, management; records to- make decisions
payable) and the reasons without undue delay. We do not have to- comply with the request; until, we hase receined,
the fee

q the processing is based, on the individuals consent, or for performance of o contracti and,

1 processing is carnied out by automated means:

We do- not currently, hold, any, qualifying data, but: are: axeare of our legals obligations and, will, follow ICO guidance,
T the processing is for the establishment, exercise, or defence of legal, claims:
We, willi
explicitly bringing the right to- their attention clearly and separately from any other information;
ax\enoexempb\on&ongpoundstoregmand/
unless processing & necessary for the performance of a public interest task.
We carry ouly some processing of personal, datas securely inv encrypled, online systems' e.g., our visits approval
We do not currently use any datas systems that make automatic decisions about people without any humary
irwolvement: We are aware of our legals obligations and, will; follows ICO guidance, remiewing our policy ands

Subject Access Requests (SARs)

response to as request; so- we will make a decision ony whabs information to disclose by balancing the datas subjects

9
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right of access against any other individuals rights in respect; of their own personals data: We wills use the, Latest
ICO guidance on SARs to help us make decisions:

The datas subject or the persony acting onv their behalf must make @ SAR v witing and, we prowvide a form to helps
people do- this (see: Contents Page for link). There is no- requirement; to- use our formy bub ity carv speed up the process
by helping the people: making requests to- provide us with, the kind, of information we need to- comply.  We will
also make any reasonable adjustment; for disabled, people who may be unable to make their SAR or receive
information inv witing e.g, accepting as verbal request; providing o braille response ete. Relesants staff are trained,
to recognise as SAR exery when ity does not, include the words “subject access’, or refer to- the applicable legislation
including where the wrong legislation is quoted ue: often the Freedomy of Informations Act.

When we receirve o SAR it wills be entered, inv the Subject) Access' Request; loghook, including the dates of receipt,
WWWQWWWMW%W(%WWW%WW eg. pu.pr
takexutoseel@mm%not and the expected date for providing the information
We aim to- provide information without delay and, ab the latest, withiny one; months of receipt of the request. For
example: if we receive o SAR mfh&|omo£fhenmﬂuwewdbwspondbg/ﬂwe|oﬂ”o§ﬂw£ollowmqmmﬂu We,
wills seek to- extend, this response period by up to the two- further months whichs the lawe allows where requests are
request and, explain why, the extension s necessary.
SARs made by pupils will, be processed, inv the same way as any other SAR and, the: information will be provided,
to the child: regardless of their age unless i s clear that they do- not understand, their rights.  If we are sure that
the pupil, does not, understand the SAR and, their rights, we wills refer the: matter to parents, comply, if they agree,
and, provide the information to- parents.
SARs made by people on behalf of childrer they hold, parental; responsibility for wills be, processed, inv the same
way as any other SAR while recognising that they do- nobt owry the datas they are requesting:  If we are confident,
that the pupil, whose data it is does understand, the: SAR and, their rights, then, we wills respond to- the child, rather
themu
If the information requested, by as parent i o SAR relates to- the ‘educational records of a pupily inv accordance with
‘The Education, (Pupil Information) (England) Regulations 2005, we will, make: o pupils educational record,
If parents request as copy to keep, we canv charge the administrative costs of supplying one.
If the information requested iy s SAR does nots relate to- the ‘educationals records of as pupils we wills provide as copy
of the information free of charge unless the request is manifestly unfounded or excessive, particularly if it s
repetitive. This fee may vary and, will, be based, only orv the administratise cost of prosiding the information: We
will use ICO guidance and our owry information management; records to- make: decisions abouts this:

We must verifiyy the identity of the person making the request, using “reasonable means’. If the person making the
eq. their authority to- act or their parental responsibility for o child:  Inv cases where o child, ts competent to- makes
their oy request; information wills be provided, to- the child and, not to- the parent, We will use: ICO guidance and,
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If the request is made electronically, we will, provide the information inv o commonly used, electronic format

If we are asked for o/ large quantity of information about arv indinvidual we carv asks the indiridual, to- be more
specific aboub the information they want.  This s not because we are exempt from providing large amounts of
datay this i so- we can consider whether the request, ts manifestly unfounded, or excessive:
@wmmwmwmmwmmmhdd&mwwwmmwm
processor to- proside it to- us so- that: we can comply with the SAR. This is because we are the data controller and,
it & our responsibility. We hame wittery contracts inv place with all of our datas processors to- help us do- this.

A Subject Access Request should be made inv writing, to- Kelwiry Knights ab admin@lowcacumbriaschuk
Datas Protection, and, Privacy by Design

protection, compliance from the start and is' o clear legal, requirement; of us: This s not just aboub the strategic
strategies that hame prisvacy implications: It i also- aboubs collecting or sharing datas v a new- way or using data
for- new- purposes:

Our aimv s to- minimise privacy riske and, build trust so- alls staff will, have o central, role to play irv keeping whats
we do compliant: When handling data irv o different; weay, staff are trained, to- finst consider the impach of what they,
are doing and how they are: doing, i irv relation to- datas protection and, prvacy, with the tery questions irv Section
personal, datas are not carried v as clear folder onv o trip, o as' complexs as thoroughly vetting an overseas data
transfer service wher o pupll leaves us to attend as school outside the Europeans Economic Areas (EEA).

We use the ICO guidance on Datas Protections Impact; Assessments (DPIAs) as arv integral, part of our approachy
to datas protections and, prisvacy by design: We also consulty our DPO ab the outset of any new datas project:

Data Protection Impact Assessments (DPIAs)

We understand that, we hare a legals obligation to- do- o Data Protection Impact Assessment, (DPIA) before carrying,
oubs processing likely to- resully iy @ highy risks to- individuals interests: We wills use the ICO template to- help us get
protection impact assessments for survellance cameras: If our DPIA identifies o highs risk: which, we cannot
mitigate, we must consull the ICO before proceeding,

A DPIA is a process to systematically analyse our processing and, help us identify and minimise datas protection
risks: It s meant to:

i dm&bafhepﬁoc%&ng/ond/ounpwpose&

T Wentifyy and assess risks to indiriduals; and

It does not have to eradicate the risk buby should, help to- minimise risks: and: consider whether or not they are
justified: We will need; to- do- a DPIA if we plan to:

profile individuals orv as large scale;
MWWM@WWWWWWM@MM@WW
(m«&bl@pxoo%&ng/)

1 process data that might: endanger the individuals physical health or safety in the events of as security breach
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Al staff hare o responsibility to- identify wher their activities around datas imply the need, for as DPTA. This could,
be doing arv entirelyy new task withs data, or it could be changing the way, o well.- established, task is being done.

Tmining/& Awareness

inseb training, and, other methods of updating staff and, volunteers as necessary e.g., briefing emails; notices ete.
This policy & available to alls staff and, volunteers iy hard, copy v the office and; electronically orv the staff one
drive nebwork: It carv also be provided to- others on request: This policy will, be: updated, regularly inv lines withs
Anyone carv seek general data handling guidance from the ICO on their website hitpsi//ico-orguuk:

Day-to-day support and: guidance for staff s amailable from Jennifer Walker: Any other category of person

wanting help with; o datas protection issue e.g, contractors, parents etc: carv also- contact Kelwin Knighty or are frees
tooontacbow«DPOusing/th@pubhs}wdzoontadadeiml&

Publication of Information
At times we publish, information whichs includes personal data, for example:
T lsts of students inv o tearmu

Managing/ Consents

We only need one lawful reasor to- process personal, and special, category data and, the lawe provides us with 6
reasons to- choose from for personal datas (sees Sections 3.1) and, 9 reasons for sensitive personals datas (see Sectiony
3.3). This means it is extremely rare for us to- hanve to- rely solely on consent: as our only lamful, basis for processing,

why we wanb the data;

what we will do- withy it and,

made clear eg., consent for o child to participate i arnv exent; being clearly separate from any consenb to- use
There is no- seb time limits for consent. How long, it lasts depends onv the context; and, what we hare told, people iy
our Privacy Notices or other communications: We remiews and refresh, consents as appropriate:

wher we do- rely, on ity we need to keep a) record, thaly helps show b was freely giveny eg., who consented, whery

We do not need, parental consent to- process any, personal datas including image or uoice recordings for the, purposes
of education eg. photographs or video of an Early Years childs or child, withy SEND demonstrating how they meet
o learing outcome: Using names, image; and, voice recordings of children in their work and, inv displays inside
schooly is o fundamental part of their education, personal; deselopment; and, how we celebrate them: This does not

= =4 =8 =4
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affect the statutonry rights of individuals as sebs out irv Section b Anyone carv raise any concenn with any member

We do need parental, consent; to- use: personal, data including image and voice recordings for other reasons suchy
be associated, with, materials or issues that: are considered sensitive. Anyone with, parentals responsibility for as child,
There is no- legally binding age of consent, irv the, UK withs regard, to- the, use of arv individuals own datas including
their image or voice; except when providing arv Information Society Service (ISS) directly to- a child, online and,
solely on the basis of their consent: In the UK this particular age of consent is |3 years old: We do not currently,
offer aruy ISS and hare no plans to:  This means that any child of any age can assert; their datas rightts or consents
of their consent:  For monre informations about how we make decisions about: a/ child's competence to- consent; or
Headteodwer\andundmapp;opmat@supewwom

is o particular reason to- do- so- e, they hame worv o prize, and, no- other personal details will be published, or gisery
oub:  If names willy or might, be published; e.g., inv @ newspaper article, we will, check that parents understand, the,
mediay will: ofteny require a childs' full. name before they will, publish, anv image: and, our policy s to resist this
available irv local or national newspapers: and, worldwide onlire.

We allow parents; carers, and, other irwited, wisitors to take images of childrer ati school functions, bub we reserwve
the right to- enforce special, restrictions o o case~by-case hasis: They are required to- bear iny mind that they may
wills only share them publicly ue: post them to- social, media, withs the express permission of the parents of exeryone
v the images:  Irv our Behaniour Policy and, our Online Safety Policy we also require all, parents and, childrer to-
support our approach, to online safety and not upload; or post to- the internet, aruy pictures, audio; video: or text that
Our policy around, consent s to- asks once whery a, child, starts their career withs us for separate general, consents to
We use a blanket; form to seek consents (see: Contents Page for link) and, we remind, parents and, childrer regulanly,

When o child, understands their right of consent, and, ite full: effects and, there: are no- reasons why, their name;
image or volce must be protected, we canv prioritise the consent; of o child, over parental consent, where they are
different. We are more likely to- decide not to- use images ete. when a, child, objects and, their parenty does not thary
Staff are expected, to make themselves aware of any guidance we use from the ICO, our local authonity, Local
Safeguarding Children Partnership; or governors and, our competent; admisors to- apply the principles irv all use of

their models.
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Howener, pupils own the intellectual property (IP) rights to- original, content they create. Original, content is likely
carv only be used, to trainy AL if there: ts consents from, the rights holder or an exemption to- copyright applies.

M@WAIM&WWQ}WMW@WG@@Q}B years for users but also requires
alls users aged, 13-17 to hare the consent of their parent; or legal, guardian to- use them
OUJ‘UB@%CQMM@AI deb@bwiedmmxslganddmed@d&oﬂw@Headfeudw

Dafa;s}\mng,dunng,a,pubhohmlﬂ\,emm\gmad/ consent ands datas retention

authorised by o relevant; public: healths authonity so- they carv take action to- protect public health: We do- not need,
consent for this and, inv o public healthy emergency this ts no- different to- our normal, practice wher we are required,
to report that staff or pupils hame contracted: as notifiable disease like meningitis or measles; or if we have a food,
poisoning incident; orv our premises:

Datas Security and, Integnrity,

Article S(1)() of the GDPR concerns the ‘integrity and confidentiality of personal datax It says that personal datas
shall be; PWW@WMWWWO&WMW mdudmg/px\ofﬁ,obowogamst
opganmahmaLmeaeum

1 & accurate ands complete inv relation to- whiy we are processing it and,
1 remains accessible and usable; ue: if personal data is accidentally lost, altered, or destroyed; we should, be able

Al staff and, any others who process the personal datas of our datas subjects are expected to work to the same
principles we do- ab all times.

We carry out regular datas audite to identify data that: we control ands the risks to- every kind, of processing we do
to that datas and, we keep as record to- help us deal withy any, issues or requests: As part of this systematic approach
data safe:
be seen by anyone whether directly linked, with, school or not.  Information is likely to- already exist irv the
public: domairv eg,, the information the DfE publishes aboub our governons/ trustees onv thes Gety Information
About; Schools public database online:
damage to- the school or may results v a minor privacy breachs for an individual: Information that should, only
damage to the schools interests if disclosed inappropriately: Information whichs is sensitive inv some way
information should, only be anailable to- a smalls tightly restricted, group of authorised, users.
The appropriate marking of data as to it classification ts arv operational decision on o case~biy-case basis: Most
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hold, it:  Information that is transferred, e.g., emailed; posted; mosed to- arv archine ete. must be: appropriate classified
and marked, to- ensure it will be treated, propenly,

Appendix A sets outs some of our specific datas security expectations ab eachs different; lenel, of data classification
and, we share it with staff and others who- hame legal, obligation to- us when they process data that: we control

Al datas classifications are remiexed ab the points of entry into- our archive: Al archived: datas ts appropriately
labelled, weithu

1
1
T

T

any specific restrictions ue, not to- be released to- named parent; under court onder

how the data & to be destroyed eg. incineration, cross-cut shredding, shredding, or electronic data
scrubbing/shredding;

when the data is to- be destroyed.

one persory is aggregated:

T

T

m%mmmmmmmmmmhmwﬂbm

holders, and procedures to- welcome visitors aimed abv preventing unauthoriseds access eg., visitors badges;
signing, in/out, whether a visitor carn only access certain areas while accompanied, ete.

Ensuning unauthonised, personnel; cannots sees documents or screens whichy mighty display, personal eg.,

uex

61.9/.,

ues

&9/.,
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