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Introduction

The Data Protections Adt d018 provides o legal, framewmork, for datas protection inv the United Kingdomy (UK). It
incorporates the: General, Datas Protection Regulations (GDPR), the legal, framemork, thats sets guidelines for the
collection and processing, of personal, information of indisiduals withir the Europeans Union (EU) and, is sometimes

referred to- as UK GDPR.

UK GDPR  significantly updates previous Data, Protection law to reflect changes in technology and the way
W@MWMWWWWW&WW It regulates the processing of personal
In accordance with the DPA, we at Lowea, Communitiy School recognise that: we collect and, process personal, datar
and, because we decide how and why we do- thaly we are data controllers:  This means that we have legal
obligations to people regarding how we handle their datas ands manage their privacy and we must register as o
datas controller with, the Information, Commissioners Office (ICO) Anyone can read the details of our ICO
do- day~to-day and we hare appointed a Data, Protection Officer (DPO).

Our ICO Registration, Number is: 26292519

Our Datar Protection Officer ts: Jennifer Walker

Contact our DPO on 01946 373656 or email themv ati head@lowca.cumbriauschauk

Wewmmwmwmwmmm%mgwww
woes&ngfoﬂwpeopl@w}'wsedamwu& thmtoodwwtdgp:oteobpeople per\sonabm{gomohomoamr\esuli}

Policy purpose
organisations carv feels confident; that, our school is o safe and, secure place to- leary or works and, to- demonstrate
e our obligations in the context of what: we do

regardless of where they are physically working e.q., at home, ab another organisations on trips; and to- alls personal,
or used by other organisations which work for or withs us eg., Local, Authonity workers, contractors, consultants,
schoolbwort tasks or while ab school eg., survey results, class Christmas card, lists; and, pupils will have some
The following definitions explair o little more about; our approach, to- personal, data

&or\ejxnmple/, WWWMMMQO&MWMM%O&MMWWOWWMW
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‘Personal datas is any manually or digitally recorded, information relating to- o living person (o datas subject) whichs
identifies themv e.g., @ name; arv emails address; an identification number; location datas arvimage; arnv IP address, or
one or more factors specific to- the physical; physiological; genetic, mental; economic, culburals or social identity of
that persony and, may, include facts or opinions about them:  Some of this category of personal, datas will, require
enhanced: security measures suchs as encryption, password, protections and, stricter electronic as well, as' manual
access controls eq, a locked fling cabinet:  This will be determined o the basis of; a/ risk assessment, of; the harm
that failing to secure the data might: cause e.g., bank details due to-the risk of potential fraud; contact information
due to potentiol harassment, ete.
access controls eq., a locked, fling cabinet:
‘Pseudonymised, personals or sensitise personal data is information that: has been de-personalised bub key - coded,
and & carv fall. withiry the scopes of; the UK GDPR and, this policy depending on how difficulty it is to- atbribute the
pseudonym to- a particular indisiduak
‘Supervisory Authority is the body that regulates compliance with the: GDPR and, in the, UK this is the ICO.
We wills make anyone with, whom we share the personal; datas of our datas subjects' avare of our relemant; policy,
procedures; and, expectations at the outsel, of sharing
Any breachs of this policy, or of the Regulation ttself must be reported, to- our Datar Protections Officer and, may need,
to be reported to the ICO as the Supervising Authority for the United Kingdom:  The breach, could, be: unlam§ul

Owuerarching Safeguarding Statement

Child, Protection Policy and procedures

Online Safety Policy and, procedures

Freedom of Information Publication Scheme
Health, and, Safety Policy and, procedures
Procedures for Using Pupils Images

Whole: School, Behanviour Policy and, procedures
Staff Code of Conduct

Roles and: Responsibilities

Our responsibilities as o data controller include:

Storing datas irv safe and secure ways.

Staf bilibies i s
WWPMWW&Q,WOMSMPWMWM&Q

e Not using data inv any unlamwful way,
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The Datas Protection Officer's responsibilities include:
The Informations Technology Manager's responsibilities include:
¢ Checking securityy hardware and, sofware regularly to ensure it ts functioning propenly and, securely,

Dato, Protection Principles

We understand, that: as' @ datas controller we are responsible for, and need, to- be able to- demonstrate that we

comply with the principles set: out iy Article S of the: GDPR whichs requires thati

a) Personal datas shall: be processed lamfully, fairly and, inv o transparent; manner i relation to- individuals.
We aimv to- achieve this throughs carefully considering why we need: data before we ask people for it by

b) Pmmmwdwhw&ewmwmwmmwm
irv & manner that ls incompatible with those purposes.
By keeping our Privacy, Notices updated; implementing them and, educating our workforce about whats we hare
and, hame not agreed, to- uses datas for (also- irv line with requirement; a) aboue), we can ensure we meet this
and, we hare declared that, we mighty do- this inv our Prisacy Notice.

¢) Personal dato shall be adequate; relevant; and, limited to what is necessary v relation to the purposes
We, will, not seek, to- collect or process personal data, whichs is not strictly necessary for the reasons we asked,

to be given it We keep this iy mind when we drafpy data requests and, whenv irrelevant; information s prosided,
we take all, reasonable steps to return or erase it

d) Personal datas shall: be accurate and, where necessary, kept up to- date.
We review and: update personal datas on o regular basis. It is the responsibility of individuals prosiding
personal data, to- ensure i is accurate.  Indimiduals should notify us by any reasonable means, but preferably,
irv wiiting, if their personal, datas needs to- be: updated, e.g. a change of name or contact details. We will, take

processed), s erased, or rectified without delay, for example, some records are historicals and, should, not be

changed.
e) Personal datas shall: be kept for no longer thary is necessary.

We, wills not retain personals datas inv as formy whichs allows people to- be identified for longer thary is necessary
to- use i for the reasons we asked, for . We employ organisational, and technical, security measures required,

by the UK GDPR i order to safeguard the rights and freedoms of individuals, as well, as follow strict

3
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information transfer guidelines when we need to- mose datas exg., when o pupil leames to- attend, ancther school
We hold, regular rexienvs of the datas we retainy and, destroy or archive it inv line with, guidance inv the IRMS

Schools Toolkib - In&MandRmM%gm oclety

mmwwmwmwmmﬂwmtwww%wwwpw
Notices.

§ Personal data shall be processed iy o manner that ensures appropriate security of it
We understand, that, our organisational and technical, measures to- protect data must include protection against
unauthorised, or unlamful processing and, against accidentals loss, destructions or damage i the UK, Europeany
Union or anywhere else in the world:

We make staff and, volunteers amare of their datas protection responsibilities: and, that their duty to- preserve

confidentiality extends to- anywhere that they process the data of our data subjects e.g.. ot home, on trips efe.

and, beyond, their time, of employment; with us.  Sees Section 10.2 for more information about the organisational,
everything else is buill: We seek to- meet the “fair” and, “transparent,” aspects throughs our Prisacy, Notices, and we
work hard, to- ensure that, alls of the personal, datas we process meets o condition for lawful processing so- that: we
harve o lawdul basis to- cary i out

To process a piece of personal, datar we must satisfy ab least one condition for the lawul processing of personal,
datas fromv Article 6 of the GDPR set outs iny the table overleaf

6(1)(e) Consent, of the data, subject:
Necessary for the performance of o contrach withs the datas subject or to- take steps to enter info- o
o) e

6(1)(¢) Necessary for compliance withs o legal, obligation.
6(1)(d) Necessary to- protect the vital inferests (ife) of o data subject or another person

6()(e) Necessary for the performance of o task caried outs inv the public interest or iy the exercise of offici
authority vested, inv the controller
Necessary, for legitimate interests of; the controller or a third party, excepl where suchy interests are

We rely on different; conditions for the lawful, processing of personal, datas for different things.

To process the personal data of our wortforce: and, wolunteers we generally, rely, on 6(1)(b) ue: to- employ them and,
provide training, uniformy pay ete.  Some pieces of data are processed for other reasons. For example, we use
ﬂw&pmhonaLmsumno@nwnbﬂ\&ont@x/purpose&rdwgomé(D(o)whddﬂnwmxbo&hmdahndwgoméﬂ)(d)
Tomoes&ﬂw&personobdai@o{gounpupdswegﬁnﬂoﬂgrdgom6 e) ue: to educate themu Somepwoe&o&dab@
are processed, for other reasons. For e , pubhshﬂmeATsresuli:&r\eigumg/om6 o) because the lame
requires us to: we hold their next: of kiny datas relying on 6(1)(d): and: we use their image sometimes relying on
6(1)(a)

We rely on different; conditions to- process different; pieces of the personal data of families e.g. 6(1)(b) for their
financial, details to- proside meals, photographs ete; and 6(1)(d) for their contact details inv case their child is UL
We use the same criteria to process the personal, datas of other indismiduals suchs as contractors or Local, Authonity,
workers efc, where it applies and, most, ofterny using 6(2)(b) to- work together.
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To process a plece of sensitime personal datar we must satisfy ab least one condition for the lawful processing of
special categonies of datas from Article 9 of the GDPR sebs out the table below as wells as one condition from the

presious table.

q(R)(a) Explicit consent; of datas subject; unless prohibited by EU/National, laww
Necessary to meet obligations under employment, social secunity or social protections law, or o
AA)E) collective agreement.
Necessary to- protect the vital interests (ife) of o data subject or ancther individual, where the data,
subject is physically or legally incapable of consenting,
Processing by a not-for-profit body withs political, philosophicaly religious or trade union aims § it
9(R)(d) relates only to members/former members (or those inv regular contact for those purposes) & there is
9(R)(e) Processing relates to personal datas alreadyy made public by the data, subject:
Q) Forthe establishment; exercise or defence of legal, claims or court judicial, capacity.
Substantial, public interest under EU/National, lame proportionate to- the aimv pursued, and which
q(R)(h) providing health & social care or treatment, or management; of healthcare services under EU/National
lamr or contrach with, o health professionals

Q)L For public healths e.g. protecting against serious cross-border threats to healths or ing high,
@0 . rotecin ous cross-border | g

We rely on different; conditions for the lawful, processing of sensitive personal, datas for different things.
TOWWWW@M%WWMWWWMQQ)(Mtod’wobthwmml;
hﬁiory;be{gowanplowﬂwﬂmq (h) to use their health, information to- protect thems at worki 4()(@) to- share
with, support services; 4()(1) to report onv their health to- Public Healthy England, (PHE) or
ﬂ'ue/Heali:h/& Safety Executize (HSE) as required; and 4(R)(§) to- retain accident; and, ll-health, information irv case
of a claim for compensation
To process the sensitive personals datas of our pupils we rely on 4(3Q)(b) irv respect of child protection and, mulki-
agency safeguarding worki 4(A)(b) or 4(A)(h) to- use their health inflormation to- protect them at schooli 4()(1) to-
report, on their healths to- PHE or the HSE as required; and, 4(Q)(f) to- retainy accident and Ub-health information iy
case of a claimy for compensation
We apply the same criterias to- processing the sensitive personal, data, of families and, other indiriduals such as
contractors or Local Authority workers ete. where i applies.

whab best, fits the purpose; not whab s easiest:  When carrying out o new task or an existing task inv @ new- way,

What is the purpose for processing the data’?

Carv b reasonably be done inv o different; waiy?

Is there o choice as to- whether or not to- process the datar?

Wheo does the processing benefit?

After selecting the lawful basis; is this the same as the lawful basis the data subject would, expect?
Are we inv o position of; power over them?

Are they o vulnerable person?

5
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¢ Are we able to stop the processing ab any, time on request; and, have we factored, in how to- do- this?

Primacy Notices

Our Privacy Notices are ar i and, necessary way of being transparent; and, telling gouvernors/ trustees,
parents, pupils, staff; what: we are doing with, their information:  To- comply with, the L,
it wills include:

Our identity and, contact details as the data, controller and those of our DPO.

Our; or o third, party's legitimate interests i having, it

Details of transfers to- UK Gowvernment, determined ‘third, countries” and the safeguards.
Retention periods or the criteria used to determine them

The existence of; each of the: data, subjects rights:

The rights to- withdram consenty at: aruy time; where relesant.

The right: to- lodge a; complaint with, the ICO.

Th@em.sbenwo&ang;aufomabed;dw&ommhng including profiling; how decisions are: made; the significance
and the consequences.

_ Thﬂgamolsomd@madﬂbl@omowweb&b@omnohoeboard&lw

We recognise that: all, data, subjects have “qualified rights” so- they are not absolute rights i all, circumstances.
This includes:

e confirmation that their data s being processed;

®  access to their personals data; and,

Any of our data subjects (or their chosen representative or o person with, parentals responsibility for them) can
make o Subject Access Request (SAR). Please sees Section S for our procedure on handling SARs.

Every indismidual has o responsibility under UK GDPR to- provide accurdte data:  There s no- legal, definition of
accuracy, bub we generally understand, it to- meary that personals data s inaccurate it is incorrect or misleading
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The right to- rectification wills depend, ons whiy we asked fior the, personals datax For example: o persorvs name should,
not be changed, to their new married name on the Single: Central, Record, (SCR) because the SCR s as record, of
' lon correct ab the time, of recruitment; and, vetting. A note should be added to- ensure the SCR record, can
be matched to-the correct living persony iy case of o, velting query using the married name irv future; but the record,
When we receive o request to- change the data, we hold, we will take reasonable steps to- check that the data s
accurate and to- rectify i if necessary.  This means that the more important it i that the: data ts accurate; the more
effort we wills make to- correct itn We will, take into account arguments and evidence provided. by the datas subject

We carv refuse to- comply with, a, request for rectification f the request, ts manifestly unfounded or excessive, taking,
into- account whether it is repetitive. We can either request a reasonable fee based on the: administratiae costs of;
complying with the request, or we canv refuse to- deals with the request. We will use ICO guidance and our owry
month. We do not; hare to- comply, with the request until we hanve received the fee.

As a matter of good practice, we will, restrict the processing, of the personal data irv question while we are verifying,
its: accuracy, regardless of whether the data subject asked us to- as is their right (see Section &.5).

When we hame decided, whether the datas is accurate or not and, whether we will change it or noty we wills explairy
our decision to- the indisidual making the request and inform themv of; their rights to- complain to-the ICO. We will
also- make o record, of; the request; and, our response similar to the, way, we handle SARs e, date of receipt; the

Under Article |7 of the GDPR individuals harve a neww right to- have their personal, data erased.  This is also knowsn
as the “right to- be forgotten,. There are no rules about, how o request; should: be made e, verbally, i writing
ete. so all staff are trained, to- recognise someone trying to- exercise this rights  The right is not absolute and, only,
applies f

®  we harme processed the personal data unlamfully, ue. inv breach, of the lamfulness requirement; of the, |st principle;

¢ wehaveto do it to comply withs as legal obligation; or

® we have processed the personal, data to- offier online “information sociely services’ to- o child under the age of
I3 eg. an app, game; social media, platform ete. thab we subscribe to- and, offer to- childrern but do- not reguire
act accordingly. We also- wort hard to- appropriately control childrervs access to- the social medias platforms

We hare to- gise special; consideration to- any request for erasure if the processing of the data is solely based on
consent; giverv by a child, especially aruy processing of their personal, datas (usually images) onv the intemel.  This
te still the case when, the data, subject is no- longer o child, because as child may, not hare been fully avare of the
to- as request for erasure from a child, if their parent has already consented to- the use of their datas eg., remoring
pictures from our school website when o parent has consented bub the child whose images they are objects. We
request. For more information about, how we decide whether o child, understands please see Sections S onv Subject
Access Requests.

e the personal data has been, made public inv an online erwironment; (for example on social nebworks, forums, or
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to exercise the right; of; freedom of; expression and, information;

to comply withs as legal, obligation;

for the, performance of o task carried out i the public interest; or in the exercise of official, authonity
¢ forthe establishment; exercise; or defence of legal claims.

When we receire o request to- erase data, we will take reasonable steps to- check the identitiy of the requester and,

We can refuse to- comply, with, as request when, an exemption applies; or when the request iss manifestly unfounded,
or excessive,  We can either request a reasonable fee based: on the administratise costs of complying with the

Westonwemreﬁusetodmbw«ﬂuﬂwbr\equ%h \/\/e/vwlbuseICO gmd.anwandounown/m{gomohom

We do not hawve to- comply with the request; until, we hare receinved the fee.

When we have decided, whether we can erase the data, we wills explain our decision to the indisidual, making the
request, and, informy themy of; their rights to- complain to- the ICO. We wills also make as record, of the request; and,
our response similar to- the way we handle SARs eg. date and manner of request; (verbally to- class teacher a

Under Article 18 of the GDPR individuals hare the right to- limits the, weay, wee use their datar if they, hame a, particular

reasor for wanting to; and this s arnv alternative to erasing . They may have issues with the content; of the

information or how we hame processed, it Iy most cases we will, not be required to- restrict an indismidual's personal,

datas indefinitely bub will need to- hanve the restriction inv place for o certain period of time:  The rights is not absolute

andsonly cpplics §

¢ the data has beens unlamfully processed. e i breach of the Ist principle; and, the indiridual, doesnt wank it
erased;

® we no longer need the personal data, bub the indismidual, needs us to- keep i inv order to- establish, exercise or
defend o legal, claim; or

¢ the indismidual has objected, to- us processing their data, under Article (1), and we are considening whether

We use the most, appropriate method, applicable ab the time to- restrict processing including

¢ making the data unavailable to- users; or

e temporarly removing published data, fromv as website.

While a restriction is ir place we will, not do- anything with, datas excepl store it unless:

we hare the indimiduals consent;

it is for the establishment; exercise; or defence of legal, claims;

it is for the protection of the rights of ancther person; or
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I§ we hanve disclosed the restricted, data to- ancther organisation we wills tells them, about the restriction i the same
We can ifts the restriction when we harve decided that the issues are resolved e the data s accurate or our
legitimate grounds ouverride the indimviduals and we wills informy the indiridual, and, include our reasons before we
Ut . We will, also- tell themy abouts their rights to- make: o complaint to the, ICO.
We can refuse to- comply withs o request; when the request is manifestly unfounded or excessive. We can either
request a reasonable fee based on the administrative costs of complying with the request; or we cary refuse to- deals
with, the request:  We will use ICO guidance and, our own information management; records to- make decisions
payable) and the reasons without undue delay, We do-not have to- comply with, the request until, we hare received,
the e

The nght to data portability

e the processing is based on the indisiduals consent; or for performance of a contract; and
®  processing i carried out by automated, means:
Wedon&wnwﬂghddwquﬂh&gmgdﬂh&bwmmo&w&gabo&xgaﬁm&andw&b&oﬂowIco

e the processing is for the establishment; exercise; or defence of legal claims.
We, willi
explicitly bringing the rights to- their altention clearly and, separately, fromv any, other information;
are no- exemplions or grounds to refuse; and,
unless processing is necessary for the performance of o public interest tasks
We carry out some processing of personal, datar securely in encrypted, online systems e.g., our visits approval

We do not currently use any data systems that make automatic decisions about people without any humary
nmolvement:  We ares amvare of our legal obligations and, will, follow ICO guiidance, reviewing our policy and
Subject; Access Requests (SARs)

response to a request; so- we will make o decision on what, information to- disclose by balancing the data subjects

9
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right; of access against any other indiriduals rights inv respect of; their own personal, data. We will, use the latest
LCO guidance orv SARs to help us make decisions:

The data subject or the person acting on their behalf must make o SAR iy wiiting and, we provide a form to- help
people do- this (see Contents Page for link). There is no requirement, to- use: our formy bub i canv speed up the
process by helping the people making requests to- proside us withs the kind of information we need to- comply. We
will, also- make any reasonable adjustment, for- disabled, people: who may be unable to- make their SAR or receinve
information i writing e.q, accepting o verbals request, providing o braille response ete.  Relemant staff are trained,
to recognise o SAR even when it does not include the words “subject access’, or refer to- the applicable legislation,
including where the wrong, legislation s quoted. ue. ofterv the Freedom of Information Act

When we receive as SAR i wills be entered, i the Subject; Access Request loghook including, the date of receipt; the
@mwgm%mmm%wm/%dwww*mw eg- pup&Lr\eco@
foseebmoret%not and the expected date for providing the information.
We aim to provide informations without: delay and, ab the latest, withiry one months of receipt of the request: For
e/xnmplf/:‘L%W@WG;SARomthe|0“mo&ﬂwbmonﬂwwew%mspmdbgﬂw|oﬂ“o{§ﬂwﬁouowmgmonﬂu We,
will, seek to- extend, this response period, by up to- the tiwo- further months which the law- allows where requests are
request, and explain whiy the extension s necessary.
SARs made by pupils will be processed, in the: same way, as anuy other SAR and, the information wills be provided,
to the child, regardless of their age unless it is clear that they do- nob understand, their rights.  If we are sure that
SARs made by people on behalf of children they hold, parental responsibility for will be processed; inv the: same
way as any other SAR while recognising that they do- not own the datas they are requesting.  If we are: confident
that the pupil whose data it is does understand the: SAR and, their rights; then we will, respond, to- the: child rather
In making our decision we wills take the, following, amongst, other things; into- account:
. awmsewmmo&oﬂmn@ﬂ\mw&uwmbmpon&bm@mw%duw&wwms
themu
I§ the information requested by o parent iy s SAR relates to the ‘educational records of o pupils irv accordance with
"The Education (Pupil, Information) (England) Regulationss K005, we will make o pupils educational, record,
I§ parents request; o, copy to- keep, we can charge the administrative costs of supplying one.
I§ the information requested iy o SAR does nob relate to the ‘educational record, of ar pupily we will, provide o copy
of the information free of charge unless the request ts manifestly unfounded or excessive, particularly § & s
it This fee: may vary and, wills be: based, only, on the: administratise cost of; prosiding the information. We
will use ICO guidance and, our own information, management, records to- make decisions abouts this.

We must verify the identity of the person, making the request; using “reasonable means’. I the person making the
e.q., their authority to- act or their parental, responsibility for o child:  Inv cases where o child, is competent, to- make
their own request; information wills bes prowided, to the child and, not to- the parent;: We will use ICO guidance and,

10
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I§ the request is made electronically, we wills provide the: information iy a; commonly used, electronic format

I§ we are asked, for o large quantity of informations abouts arv individual, we carn ask the individual to- be more
specific aboub the information they want: TN&@WWWW@WMWWWO&
datay this & so- we carv consider whether the request is manifestly unfounded, or excessire.

I§ we are asked, for information that o datas processor we work with, holds onv our behalfy we will, ask our datar
processor to- provide it to- us so thaty we carv comply with the SAR. This s because we are the datas controller and,
it is our responsibility, We hame writtery contracts v place with, all of our data processors to- help us do- this.

A Subject Access Request should be: made in wiiting to- Carol, Ormerod, abr adminelowcacumbriaschuk
Dato, Protection and, Prisacy by Desigr

DMWMWWWWMWWWMMMWWOMW
complmnw&mmth@startandu&a/d.ean[egabwwema\to%u& Tl‘u&wnotwstaboubthbstmbzgw
strategmt}wbhowpwacg/wxplmhons It is dlso about, collecting o sharing datas irv s neww way or using data
for new purposes.
Our aim is to minimise prisvacy risks and build, trust so- all, staff will have o centrals role to- play inv keeping what
we do compliant:  When handling data inv o different way, staff are trained, to- first consider the impact of what,
Section 3.3 playing an important part i the process. This could bes as simple as ensuring consent forms containing
sensitive personal data are not caried, inv o clear folder on o trips or as complex, as thoroughly vetting an overseas
dato transfer service when o pupils leames us to- attend o school outside the Europeary Economic Area, (EEA).

We use the ICO guidance on Datas Protection, Impach Assessments (DPIAs) as any integral parts of our approachy
to- data protection and, primacy by design: We also consult; our DPO b the outset of anuy news data, project:

Weundemtandﬂwbwehawa:lzg@obhgahomtodoa;
i to result v o highy risk to individuals interests.

I&our\DPIA identifies o highs sk which, we cannot

r‘ruﬂgat&we/rmxstoonwlbt}wlco before proceeding,
A DPIA s a/ process to- systematically analyse our processing and help us identify and, minimise data, protection
risks. It is meant to:

° desmbethe;prooes&ng/and;ounpwposw

®  identify and assess risks to indiriduals; and
Itdownothawbmdmteﬂwmsbbubshmﬁhﬂpbmmsk&andwwdmwhd}wwnotwm
Jjustified. We will need, to- do- o DPIA iff we plan to:

®  use new technologies;

®  use profiling or special category data to- decide on access to- services

¢ profile indirmiduals on o large scale;

®  process biometric or genetic data;

. MWWM@WO&WMWW@WWMM@WW
(rwisible processing);

o track indimiduals location or behariours

®  process data that might: endanger the indimviduals physical, health or safety inv the enent of o security breach
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Al staff have o responsibility to- identify when their activities around, data imply the need, for o DPIA.  This could,
be doing arv entirely new task with, datas or it could, be changing the way o well - established, task is being done.

Training & Awareness

inset training, and other methods of updating staff and, volunteers as necessary eq., briefing emails, notices etc.
This policy & available to all staff and, wolunteers in hard, copy v the office and, electronically on the staff one
drive network: It can also be prowvided, to others on request:  This policy wills be updated, regularly i line with,
Anyone carv seek general, datas handling guidance fromv the ICO ony their website hitpsi//ico-orguks

Day-to-day support and, guidance for staff is available from Jennifer Walker: Any other category of person
wanting help with @ data, protection issue e.g. contractors; parents ebe. carv also- contact Carol Ormerod, or are free
to- contact our DPO using the published, contach details.

Publicatior of Information
At times we publish, informations which includes personals data, for example:
lists of students irv o team

Managing Consent

We only need one law§ul reasor to- process personal; and special, category datar and, the lawe prosides us with 6
reasons to- choose from for personal, datas (see Section 3.1) and 9 reasons fior sensitisme personal datas (see Section
3.4). This means & s extremely rare for us to have to rely solely on consent as our only laful basis for
processing.

why we want the data;

made clear eg., consent for a child to- participate inv anv event being clearly separate from any consent to use
There is no- seb time limit; for consent: How long, i lasts depends on the context; and, what we hame told, people inv
our Prixacy Notices or other communications: We remiew and, refresh, consents as appropriate.

when, we do- rely on it we need to keep o record, that helps show it was freely given eg., who consented, wheny

We do notneed parentals consent to- process any, personal, data including image or voice recordings for the purposes

of; education e.g: photographs or video of an Early Years child, o child withy SEND demonstrating how they meet
o learming outcome:. Using names, image; and voice recordings of children in their work and, inv displays inside
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schooly is o fundamentals part of their education, personal development; and how we celebrate them. This does not
affect the statutory rights of indiriduals as seb oub inv Sections k. Anyone cary raises any concern with, any member

We do need parental, consent to- use: personal, datar including image and voice recordings for other reasons suchs
be associated, withy matenials or issues that are considered sensitisve.  Anwyone with, parental responsibility for a
There is no- legally binding age of consent iy the, UK with, regard, to- the, use: of; arv indisiduals own data, including
their image or voice, except when providing an Informations Society Service (1SS) directly to- as child online and,
solely on the basis of; their consent:  Inv the, UK this particular age of; consent is |3 years old: We do not currently,
offer any ISS and hare no-plans to.  This means that: aruy child, of any age can assert their datas rights or consent,
of their consent:  For more informations about, how we make decisions aboub o childs competence to- consent, or
Headbeachﬁm/mﬂnﬂgenandundﬁ»oppxomﬂi@supewmm

ts o particular reason to- do- so- ey, they hare won as prize; and no- other personals details will, be, published, or givery
out. If names will, or might; be published eq., i o newspaper article, we will, check that: parents' understand, the
medics will: ofterv require o child's full name before they will, publishy an image and: our policy is to- resist this
amailable iy local, or national newspapers and, worldwide online

We allow parents; carers; and, other irwited, wisitors to- take images of; children at school funchions, bub we reserve
the right to- enforce specials restrictions onv a case~by-case basis.  They are required to- bear i mind, that, they,
that they will, only share them, publicly ue. post them to- social, medias with, the express permission of the parents
of everyone inv the images.  Inv our Behariour Policy and our Online Safety Policy we also require all, parents and,
Our policy around, consent s to- ask once when a child, starts their career with us for separate general, consents to
Weusewblonkd&&omwfoseebconmt(swcmpog@&ohlinb)ar@wewhmdpomi&andduldmmgxdaw
When o child, understands their right; of consent, and, its full: effects and, there are no- reasons why their name,
image or voice mush be protected; we can prionitise the consenty of; o child, oser parental, consent; where they are
different. We are more likely to- decide not to- use: images etc. when o child objects and, their parent, does not thar
SM&&W@@M@WMWWO&WQWWMMWICQouploool;auﬂrw%ba/,LocaL
chmpmwwmmmmmopp@%wuﬂmwa&mo&
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Data, sharing during o public healthy emergency: consent and, datas retention

authorised by a relesxant, public healths authonity so- they, can take action to protect public health:  We do- not need,
consent; for this and, inv o public healthy emergency this s no- different; to- our normal, practice when we are required
to report that staff or pupils hare contracted o notifiable disease like meningitis or measles, or § we have a food
poisoning incident; onv our premises:

Dato Secunity ands Integrity

Article S(I)(§) of the GDPR concems the ‘integrity and, confidentiality of personal data: It says that personal, data

shall be; * PW&W@WMWWWO&WWW mdudm.g/proteci&mogmnst
or organisational measures.

The security measures we pub inv place seek to ensure that the datai

® s accurate and complete in relation to- why we are processing, it; and,
®  remains accessible and, usable; ue. f personal data is accidentally lost; altered, or destroyed; we should, be able

Al staff and, any others who process the personal; data, of our datar subjects are expected, to- work to the same
principles we do- at all, times.

We carry oub regular datar audits to- identify datas that we control and the risks to- emery kind of processing we do-
to-that data, and we keep o record to- help us deal, with aruy issues or requests. As part of this systematic approach,

e Public Information that does nob require protections and, is considered “open and, unclassified” and, which
may be seerv by anyone whether directly linked, with, school or note - Information is likely to- already exist i
the public domairv e, the information the DRE publishes about our goernors/ trustees on the Gets Information
About; Schools public database online:
damage to the school or may result i @ minor privacy, breachs for anv indimviduak  Information that: should,

e Sensitiver Information thab has the potential to- cause serous damage or distress to- individuals or serious
damage to the schools inferests § disclosed, inappropriately.  Information, which is sensitive iy some way
information should, only be available to- a small, tightly restricted, group: of authorised, users.

The appropriate marking of data, as to- s classification s arv operational, decision on o case~by-case basis. Most

hold tx  Information that is transferred e.g., emailed; posted, mosed to- an archime ete. must be appropriate classified

and, marked, to- ensure i will, be treated, properly.

Appendi A sets out some of our specific datas security expectations ab eachs different; leael, of datas ficat:
and, we share it with, staff and, others who hare legal, obligation to- us when they, process datas that we controls

Al data classifications are rexiemed ab the point of entry into- our archive. Al archimed datas is appropriately
labelleds withi

e the final data classification

®  any specific restrictions e, not to be released to- named parent under court; onder;

¢ how the data s to be destroyed eg. incineration, cross-cub shredding, shredding, or electronic data
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when the data s to- be destroyed

one person s aggregated:

MMW&MWWWMWW@MW

holders, and, procedures to welcome wisitors aimed, by preventing unauthorised: access eg. visitors badges

signing, in/out, whether o visitor can only access certain areas while accompanied, ete.

Ensuring unauthonised personnels cannot see: documents o screens whichy mights display, personal, datas e,
regxsben&andw&ionsbook&emml&suw&ﬂano@cammmomion&
users to- adequately secure demices ue. carrying portable dewvices securely and, activating an encrypted,
screen lock whery leaming o desice unattended ever for o minute.
volunbeen&w&bonswsenwwptw&dm Sta%&u&ngawoﬂodwlwo{%-sii&mustbabs&p&tomﬂm
Enforcing our strich password, protocol for access to- any, personals data whether i s online, on ar desice
or being transferred, somemhere e.g., email; All staff who- use Passiword, Managers are required, to- apply
the best, practice guidance blog from the, National, Cyber Security Centre, (NCSC).
sharing ue: so- when someone s unanvailable to- proside access to- datas with the proper authonisation their
access canv be reset and the data still obtained: irv their absence.
accordingly e, not printed, to- a publicly accessible printer:
Adherence to- strict controls on the transfer of datar ue. only as authorised: and, agreed via, encrypted, email,
mdudmgzo&{g site: e.gs, WWWWWEWPWPMWWW
continuiby.
Clear and, binding, contracts with, our datas processors suchy as our health & safety prosider and people

destroyed, can be addressed, to-the DPO, Jennifer Walker; orthe IT Manager:
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prosecution.

Email

Al staff are expected to- adhere to the good practice: around the use of email seb out in the current; Information
and, Records: Management; Society Joolkit for Schools | understanding their role and, responsibilities with regard,
to:

e the 8 things they must know about email, including that, it ts not abways as secure: medium to- send confidential
information by, thab email. is disclosable under the Freedom of Information, Act 000, that any employer has

@ right to- monitor the use of emails under the: Regulation of Irwmestigatory Powers Act d000, and that email,
ts one ofy the most common causes of stress inv the, workplace;

u«eahng/and/smdmgemmh

| %

protocols as necessary

Transfers of data outside the, UK

Transfers of personal data, outside the UK are treated, differently depending on which countiries i is being transferred,
protection align withs the UK's.

We will, follow current, ICO guidance o International transfers after the, UK exit, from the, EU Implementation
Period, and, Standard, Contractual, Clauses (SCCs) affer the transition period, ends for country specific requirements
Regarding transfers between the UK and, the EU:

When the UK left the EU on 31 January 2030 i entered o “transitions” period: which kept existing UK-EU data
transfer rules aligned as § the UK were still part of the EU (frozens GDPR)).  This allowed, freedoms of mosermnent,

On 38 June 03I, the EU approved adequacy decisions for the EU GDPR and, the: Lame Enforcement; Directive
(LED) ue. it was agreed, thab the UK as o third, country to- the EU ensures an adequate lemel, of; protection of the
rights and, freedoms of EU data subjects to- allows transfers.  This means that datar (excluding data transferred, from
the EU to the UK for the purposes of UK immigration control) can continue to- flow as it did: before; i the majonity,
of circumstances until & 7 June 2025,

Following the abose ICO guidance allows us to- continue to- meel our datar protection obligations: We will, also-
refer neww or uncertairy international transfers of personal datas to- or from the, UK to- our DPO when making decisions

Record keeping

TMWWW@WWWWWWWMM@WW
reason we keep records. We need, to- knows what, datas we hame and how we use it to- be, able to- control i

we need; to be able to justify our decisions about data; and we may need to- provide evidence to-the ICO a&port
of @ data breach, irwestigation

We use the ICO GDPR Documentation, Template to- fully comply with the record, keeping required, of us under
Article 30. It is the responsibility of all staff to- ensure the spreadsheet; remains o current reflection of how they,
wonk withy data

We also keep records of our DPIAs, consent; staff training, and, our contracts and, datas sharing agreements e. our
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We also keep some simple logs whichs brieflyy detaili

e SARs

o other types of data requests and what we did eq., objectiony rectifications withdramal, of consent; education
record request etc;

o data destruction;

®  breaches:

Datas Sharing

We are required, to- share personal, data, with some organisations by law eq., our census datar with, the DRE. At
irv our Prisacy, Notices.

Al staff are expected to- make reference to- the current, ICO Data Sharing Checklist, iy making decisions on whether
to share datar or not and, how to do- it Unles&fheduf@shoﬂngi&rouhn@andpre-auﬂwoﬂsed/&gz, medical dato

hnemanawor\ﬂ'wheadibad\a\ I&nobodgmmolmed/uvﬂrwdm&om mahng;ha&r@c&medsuﬁabl&b\auung/w
datas protection, the DPO must be consulted, before data s disclosed, externally.

Protocol’ amailable from our Local Childrervs Safeguarding Partnership.

We have simple procedures in place regarding unanvoidable disclosures to- people we do not already have data
processing or data sharing agreements with, eq., to- an engineer during emergency repair of a computer system
which includes o requirement for them to- signs as suitable non-disclosure agreement.

Datos Retention

We canv only keep personal datas for as long as we need it Howr long, that is will, depend, on the circumstances
and, the reasons we obtained, it.

We will: generally follow the guidelines seb outs irv the: current, Information, and, Records: Management; Society
Toollit for Schools and, we will, specifically follow- requirements placed on us by our Local, Authority and Local
Childrervs Safeguarding Partnership iy particular.

We typically retairy pupil, datas and, datas aboub their family and, other irwolmed, professionals untils they leare us.
Otherwise, we retair it for o few days or weeks e, trip consent forms, or for 3-50 years depending on whether
it & education related or incident related.

We typically retain workforce data for bebiween, 6 months and, 6 years affer an event; orthe end, of their employment,
with, us, depending on their role. Some pleces of data may need to- be retained for SO years such as records of;
potential, exposure to- radiation or asbestos:

We typically retair the personals datas of contractors and, other professionals rv line withs work done or contractual
Some information is retained, for more indefinite periods eg., outreach programme take-up data so- that we canv
analyse trends, or ement; photographs and accounts so- thal, we cany maintain o historicals record:

We are required to- keep indefinitely all, child, protection information that; does not automatically mowve withs o child,
Child, Sexual, Abuse.

Dato, Disposal

We will, dispose of all, paper and, digital, datas securely when it ts no- longer required:
A Destruction Log will be kept of all, datas that is disposed. of  The log wills include any, document ID, classification
date of destruction, method, and: authorisation
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Breachs Reporting

Any breach, of this policy or of datas protection lams must be reported, to- the DPO as soon as practically possible
ue: as soor b becomes apparent,. We hanve o legal obligation to- report aruy qualifying datas breaches to- the ICO
withiry 73 hours.

A gualifying data breach, is one where, i not addressed, inv anv appropriate and timely manner & could results inv
I§ we experience o data breach ands we are unsure whether i ts o qualifying datas breachs that must be reported,
to the ICO, we wills use the ICO selk-assessment; tool, to- decide.

Al staff and, anyone else who- owes us or our datas subjects o legal, dutty, o dutiy of care, o o, duty of confidentiality
maintair as register of compliance failures;

notify the individuals affected; and,

notify the ICO of any compliance failures that: are matenial, ir their owny righty or part of as patbern of failures:
Any member of staff who- fails to- notify of a breach or is found, to- hare known or suspected o breachs has occurred,
been, irumolied, in o datas breachy o, report wills also- be: made to- their employer or DPO i relessant to- the breach.

Our Obligations to- our Data, Processors

As the data controller we hanve obligations to- our datas processors when we give them the personal datas of our

®  provide accurate personal datas and all, necessary, corrections v as timely, manners
e  only request user access to the datas processing for employees and, the contractor ab a) lemel, commensurate
with, their work tasks and responsibilities e.g., hanve the fewest possible users who- are authoriseds and, enabled,
®  require our users of any data processors system to- comply withs strict password, security measures eq, length,
®  ensure our users of as processors system website understand their responsibilities with regard to-the DPA and,
the GDPR. Anyone found, to- hae carieds outs unauthonised, or unlamul processing activities must be made
prosecution.
- we need to remone secunity access e to- our datas onv their system, from individuals who no- longer hare
any legal, right or authonity to- access it eg., employees who- have lefts our employment,
we need, their assistance to- comply withy a Subject Access Request
we need them to- stop processing the personal datas of any, of our datas subjects,

*  be sure of our grounds under the law for asking o processor to- stop processing the personal datas of any, of
*  be very sure of our grounds to erase data under the law because we can expech to- pay the full costs of any,
extraordinary measures required to recoser erased data where we have failed iy our duties.
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Al staff inmolved, inv using the datas thaty wee control withs the, processing services thals we contract withy hae o, duty,
to Jennifer Walker:
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Data, Classifications and' Handling Requirements
This i an indicatise rather than exhaustisme guide to- datas classifications and the resulting data handling requirements.  Alls relexxant, guenies should, be directed, to- the Datas Protection
Officer or the Datas Protections Support Assistant o the: Information Technology Manager Jennifer Walker or Carol, Ormerod,

Appendix A

Confidential

Impact if the
information becomes
public

No risk

Low-Medium Risk
May result in minor reputational or financial
damage to the school. May result in minor
privacy breach for an individual.

Medium-High Risk
Could substantially damage the reputation of the
school, have a substantial financial effect on school
or a third party, or would result in a serious privacy
breach to one or more individuals.

Description of the

Information that does not require protection
and is considered “open and unclassified” and
which may be seen by anyone whether directly

May result in minor reputational or financial
damage to the school. May result in a minor
privacy breach for an individual.

Information that has the potential to cause serious

damage or distress to individuals or serious damage
to the school’s interests if disclosed inappropriately.
Information which is sensitive in some way because

This list is indicative
not exhaustive if
unsure ask name/role
for advice

® Policies, annual reports, and financial
statements e Job adverts (excluding internal
only positions) e staff names and contact details
e Staff publications. ® Agendas and minutes of
school committees and working groups (except
reserved business). ® Patented intellectual
property.

information . . L Information that should only be available to sub- | it might be sensitive personal data, commercially

linked with school or not. Information is likely to - o - .

L . . groups of staff within the school who need the sensitive, legally privileged or under embargo. This
already exist in the public domain. ) . . . . .
information to carry out their roles. information should only be available to a small
tightly restricted group of authorised users.
® Prospectus ® Press releases ® Open content . .
. - e Student personal details e.g., demographics, -
on the school web site ® Publicity flyers and . Sensitive personal data and some other data.
. . . personal email address etc. e Staff personal . . .

Examples of leaflets e Published information released under details e.e. demogranhic. pavroll number e Exam questions prior to use ® Medical records e
information the Freedom of Information Act L graphic, pay ! UPRNs e Usernames and passwords e

personal email address etc. e Internal only
school policies, processes, and guidelines. o
Internal only job adverts. ® Tender bids prior to
award of contract e Individual’s salaries

e Student’s assessment marks. ® Job application
responses/CVs (unless they contain sensitive
personal information).

Investigations/disciplinary proceedings.

e Payment card details. ® Financial information
(banking details and data not already disclosed in
financial statements). ® Passwords and access
codes to school systems. ® Some complaints or
requests ® Biometric data

Security Marking

No marking required

Must be clearly marked as Confidential

Must be clearly marked as Sensitive




Appendix A

Storage (electronic)

Confidential

e Store using school IT facilities to ensure
appropriate management, back-up, and access.
e Use only the school approved cloud service
[insert name here]. Some cloud services may
not be used because they link to computer C:
drives which is not secure.

e Store only on the school IT network and never
on the C: drive of a PC/laptop (beware
downloading information when a laptop is not
connected to the school domain - the download
will go onto the C: drive and you may be in
breach of this policy). e Store only on the C:
drive of a specially encrypted PC/laptop.

e Store only on the approved cloud service in a
suitably restricted folder. @ Portable devices
such as USB sticks must be encrypted and must
not be used for long term storage due to the risks
of loss or corruption of data. e Never to be
stored on any personal device or personal cloud
service not controlled by school or on any
unencrypted school device e.g., tablet, laptop,
mobile phone etc.

e Store only on the school IT network in rigorously
monitored & restricted access drives. ® Never to be
stored on the approved cloud service unless also
separately encrypted.

e Never to be stored on any portable storage device
i.e. USB drive regardless of encryption.

e Never to be stored on any personal device or
personal cloud service not controlled by school or
on any school device e.g., tablet, laptop, mobile
phone etc. unless it has been specially encrypted
and there are other high level procedural
safeguards.

School Website

No restrictions

Not permitted

Not permitted

Storage (hardcopy)

No restrictions

In a lockable cabinet/drawer which is locked
when unattended and where the room is also
locked when unoccupied. If not in a lockable
store the room where this classification of data is
kept should be locked at all times when
unattended and must have restricted access.

In a lockable cabinet/drawer which is locked when
unattended and where the room is also locked
when unoccupied. If not in a lockable store the
room where this classification of data is kept should
be locked at all times when unattended and must
have restricted access.

Email hosted by
school

No restrictions

Emails to external recipients must not contain
this data. It must be an encrypted email or sent
as an encrypted attachment and the password
conveyed by a separate mechanism e.g.,
telephone. Emails to internal recipients i.e.
school email account-to-school email account are
secure, so encryption and encrypted attachments
are not necessary.

Emails to external recipients must not contain this
data. It must be an encrypted email or sent as an
encrypted attachment and the password conveyed
by a separate mechanism e.g., telephone. Emails to
internal recipients i.e. school email account-to-
school email account are secure, so encryption and
encrypted attachments are not necessary.

Personal email
account e.g., Hotmail
etc.

No restrictions

Not permitted

Not permitted

Post (Internal)

No restrictions

In a sealed envelope marked Confidential.

Seal envelope, mark Confidential & hand deliver.




Appendix A

Post (External)

Confidential

No restrictions

Tracked and recorded delivery only and marked
Confidential

Tracked and recorded delivery only and marked
Confidential within two separate envelopes.

School-based server

No restrictions but consideration should be
given to back-up requirements.

No storage or creation is permitted unless the
server environment is equivalent to the school-
based server or the CTU server environment.

No storage or creation permitted unless the server
environment is equivalent to the school-based
server or the CTU server environment.

School owned laptop

No restrictions but do not use to store master
copies of vital records.

The internal storage (hard drive(s), HDDs, SSDs)
must be encrypted and set to lock after five
minutes of inactivity.

The internal storage (hard drive(s), HDDs, SSDs)
must be encrypted and set to lock after five minutes
of inactivity.

Personally owned
mobile device

No restrictions

Only to be stored on devices that are encrypted
and have PIN/password/Biometric access
controls applied in line with the ICO BYOD
guidance document.

Not permitted unless authorised by the Senior
Information Risk Owner (SIRO). Only then to be
stored on devices that are encrypted and have
PIN/password/Biometric access controls applied in
line with the ICO BYOD guidance document.

School owned
desktop (public
areas)

No restrictions, but always lock the screen when
unattended.

Not permitted. The risk of incidental disclosure is
too high.

Not permitted. The risk of incidental disclosure is
too high.

School owned
desktop (key/card
access controlled
areas)

No restrictions, but always lock the screen when
unattended.

Only permitted on encrypted drives or using or
password protected files. Always lock the screen
when unattended.

Only permitted on encrypted drives. Always lock the
screen when unattended.

School owned mobile
device

No restrictions, but always lock the screen when
unattended.

Only to be stored on devices that are encrypted
and have PIN/password/Biometric access
controls applied in line with our policy and the
ICO BYOD guidance document.

Not permitted unless authorised by the SIRO. Only
then to be stored on devices that are encrypted and
have PIN/password/Biometric access controls
applied in line with our policy and the ICO BYOD
guidance document

Removable media
(CDs, USB drives etc.)

No restrictions.

Encrypted storage with strong password e.g., 8
characters or longer and a mixture of uppercase,
lowercase, digits, and special characters.

Encrypted storage with strong password e.g., 8
characters or longer and a mixture of uppercase,
lowercase, digits, and special characters.

Disposal

No restrictions. Recycle where possible.

Shred or place in a confidential waste bag.
Delete from electronic media when no longer
required.

Cross shred only & put shredded material into the
confidential waste. Appropriately scrub data from
devices. Some devices (encrypted USB drives) may
need to be securely destroyed. Seek advice from
the IT manager.




