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POLICY

1.

Backgmmd/RaiionaL@

Neww technologies hare become integral to- the lises of childreny and, young people inv sociely, bothy inv school, and, v
appropriately and safely is part of the wider duty of care to- whichs alls who work inv schools are bound:  The school
Online: Safety Policy ands procedures will, help to ensure safe and, appropriate use, and, the demelopment; and,
WMWWMWMMMWQMsWMWHWMMGWWWW
The use of these exciting and innoatinve tools inv school and, abt home has beers shown to- raise educational standards

Uﬁemsko}b&nghrgﬁadb@exbﬂnmf&wmwmmdmvg@mdm
WN&O}WWWWWWM%M@WM

eyberbullying (including prejudiced-based, and, discriminatory bullying);

access to- gambling/gaming, sites;

access to- unsuitable video/internet games

arv inability to- emaluate the quality, accuracy, and, relessance of information onv the Internet;
plagiansm and copyrights infringement;
WWM@WM%WWMWMMWW@MWO&W
Joung personu

Many, of these nisks reflect situations v the off-line world and it is essential, that this Online Safety Policy and
procedures is used, irv conjunction withs other school Policies ands procedures including the Overarching Safeguarding
Statement, Child, Protectiony Datas Protections and, Behariour.

As with alls other risks, i is impossible to eliminate online risks' completely: It is therefore essential; throughs good,
educational provision to- build pupils resilience to the nisks to- which they may be exposed; so that they hame the
This school must demonstrate that it has provided the necessary safeguards to- help ensure that we have done
WMMW@M@WO&wmeWMW&TMOWSWPWM

D |:. .|.

For the purposes of this document; o child, young persory pupily or student is referred to- as o ‘child or o ‘pupil; and,
they are normally, under 18 years of age:

Whﬂwenﬂﬁ@mpax\aﬁb wmmmwmmmmm%&%med&g
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Whererer the term Headteacher' s used this also refers to any Manager with the equinvalent; responsibility for
childrerv

Assodubed;SdlooLPoUd,e&and;pl\ooedAu\e&

TMPMMMWWWWWMMPWWmme@
addendums to- those Policies' and procedures:

Owuerarching Safeguarding Statement

Child, Protections Policy and, procedures

Data, Protection Policy including procedures for CCTV
Health, and, Safety Policy and, procedures
Behariour Policy and, procedures
Procedures for Using Pupils Images

Code of Conduch for staff and other adults

Communication/ Monitoring/Resiem of this Policy and, procedures
e posting it onv the school, website/Learning Platform/shared, staff drive
e making o paper copy amailable on request from the school office
(where relessant) the staff Acceptable Use Agreement,
o discussing Acceptable Use Agreements with pupils ab the start of each year
o  issuing Acceptable Use Agreements to- external users of school systems (e.g: Gosernons) usually onv entry to- the
e holding Acceptable Use Agreements in pupil, and personnel, files
The Online Safetiy Policy is also- referenced, inv other school, Policies and, procedures as outlined, aboe:

The rexiem period for this Policy ands procedures is determined, by the: Governing Body/Proprietors and, indicated orv

Scope of the Policy

parents, visitors, community users) who have access to- and are users of our ICT systems, boths i and, out of schools
The Educations and Inspections Actk d006 empowers Headteachers; to suchs extent; as is reasonable; to- regulate the
of school, bub is linked to- membership of the schooli The Q0!I Educations Act increased, these powers inv relation to
takery iny relation to- issues comered by the published, Behariour Policy and, procedures.

The school, will, deal, withs suchs incidents withir this Policy and procedures and, the Behariour Policy and, procedures
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PROCEDURES
Roles and, R@spon&blbbw&

The, following section outlines the roles and, responsibilities for online safetiy of individuals and, groups withir the
schools

1.

1.1

GOWY\D(‘S'

Th@nol@q,ﬁthGovmwns/onhmsaJleb*Go«Wl&w

ensure a member of the: Goserning Body is elected to the role of Online Safety, / Digital Gosvernor who should,
therv lead, on relesant; governance requirements beloww:

ensure arv appropriate senior member of staff fromv the School, Leadenship Team (SLT) is appointed, to- the: role
of DSL with, lead: responsibility for safeguarding and, child, protections (including online safety and arv
authonity, time; funding, training, resources; ands supporti The DSL should, be givens the role of Digital: Technology
Lead.

ensure other roles and responsibilities are appropriately allocated to- staff and, third, parties; eg. external service
prosviders inv order to- meets the DUCE Digital Leadership and, Governance standards;

ensure that systems are inv place to- meets the requirements of the DfE Cyber secunity standards:  Schools must
m@CWWMWWWWMWWWMWCWRW
ensure online safely & @ running ands intervelated, theme whilst deamising and, implementing policies and,
procedures;

approve the Online Safety Policy and procedures; remiewing its effectiveness eg. throughs Governors or o
making use of the, UK Counwcil for Internet; Safetiy, (UKCIS) guide Online safety in schools and, colleges: Questions
from the Governing Board;

ensure that the SLT and, all staff hamve an awareness and, understanding of the procedures and, processes v
includes any understanding of the expectations, applicable roles and, responsibilities irv relation to- filtering and,
monitoring irv relation to- school owned, IT denices;

keep both pupils anch toff sof

hare regular resiews with the Online Safety Coordinator/Designated Safeguarding Lead, (DSL) and, incorporate
ensure thaty where the online safety coordinator is' not the named, DSL or depuliy DSL, there is regular reaiem
and, openy communication between these roles and that: the DSL's' clear osmeranching responsibility for online
safety as a whole s not compromised;

work with, the, Datas Protections Officer (DPO), DSL and, Headteacher to- ensure o, UK GDPR compliant framemwork
MMMWWQWW%UWMMW(AWWB - Further information which forms
part of Keeping Children Safe irv Education);

with, adwice fromv the Local Safeguarding Childrerys Pantr\u\ship&(LSCP), and/ﬂ'\ablbL&Lntegmted ohgnedand/



https://www.gov.uk/guidance/meeting-digital-and-technology-standards-in-schools-and-colleges/filtering-and-monitoring-standards-for-schools-and-colleges
https://www.gov.uk/guidance/meeting-digital-and-technology-standards-in-schools-and-colleges/cyber-security-standards-for-schools-and-colleges
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/759010/Guidance_for_School_Governors_-_Question_list.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/759010/Guidance_for_School_Governors_-_Question_list.pdf
https://www.gov.uk/government/publications/keeping-children-safe-in-education--2
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recognise that o one size fits all educational: approachy may not be: appropriate for all; children, and, a more
personalised or contextualised approachs for more wulnerable childreny victims of abuse and, some SEND childrery
might be needed;

ensure pupils are taught how to keep themselwes saffe; including online as part of providing o broads and balanced,

Headteacher

The Headteacher has omerall; responsibility for online safety prosision. The day-to-day responsibility for online
safetyy may be delegated to the: Online Safety Coordinator or Lead/Designated, Safeguarding Lead, (DSL).

The Headbeacher willi

foster as culture of safeguarding where online safety s fully integrated info- whole school, safeguarding;

school;

undertake training v offline and, online safety, i accordance with statutory guidance and relesant; Local
Safeguarding Partnership recommendations;

take responsibility for liaising with the Gosernors iy order to- achieme their obligations in meeting the DfE digital
the Gouvernors are regulanly, updated, onv progress towards the standards

reflects the risks the childrern face. We will, use appropriate tools for this purpose such as the self-rexiew tool
360 safe or LGfL online safely audit:

hms@w&ﬂw’d\@DSLomalLonhne WWMWWMWWWMMW
best, practice v WMNW&A@MMWDPODSLMGW%W@DMPMMA&
2018 (DPA) WMMWMMW%WMMW abways pub first,
WWMWMWWW%WICTWMWMW&
monitoring and, how to- escalate concerns whery identified). UKCIS hame published, arv Online Safety Audit Tool,
understand, and, make all, staff amare of procedures to be followed i the exent of as serious online safeguarding
incident; inmolsing o pupil or arv incident; whichs results v anv allegation against a member of staff or other adult
(see flowchart for dealing with online safeby incidents);

web&b@andmnwsleﬂbn&ondoﬂwpublmﬁon&

childrerv being radicalised;

take responsibility for formulating the schools Cyber securitiy resilience strategy and Cyber response plary irv
laisorv with the: Online Safety, Gosernor ands other third party prosiders.

ensure the school website meets statutory requirements (see KAHSC guidance or statutory and, desirable website



https://www.gov.uk/guidance/meeting-digital-and-technology-standards-in-schools-and-colleges/filtering-and-monitoring-standards-for-schools-and-colleges
https://www.gov.uk/guidance/meeting-digital-and-technology-standards-in-schools-and-colleges/filtering-and-monitoring-standards-for-schools-and-colleges
https://www.gov.uk/guidance/meeting-digital-and-technology-standards-in-schools-and-colleges/cyber-security-standards-for-schools-and-colleges
https://www.gov.uk/guidance/meeting-digital-and-technology-standards-in-schools-and-colleges/filtering-and-monitoring-standards-for-schools-and-colleges
https://360safe.org.uk/overview/template-online-risk-assessment/
https://360safe.org.uk/
https://national.lgfl.net/digisafe/onlinesafetyaudit
https://www.gov.uk/government/publications/ukcis-online-safety-audit-tool
https://kymallanhub.co.uk/download/document/7388/
https://kymallanhub.co.uk/download/document/782/
https://kymallanhub.co.uk/download/document/7405/
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De&bgnuted SQJ:e,guurding; Lead (DSL)/ Di,g/lbal/ Ted'\nologg, Lead (DTL)

The DSL may delegate certain online safety duties eg. to the OSL, but not the: day-to-day responsibility; this

assertiony and, all, quotes below are taken from Keeping Children Safe in Educations Where the online safety co-

ordinator s not the: named, DSL or deputy DSL, there must be a) regular reaiews and, opens communication betweer
these roles to ensure that the DSL's clear omerarching responsibilitiy for online safety s not compromised.

The Designated: Safeguarding Lead/Online Safety Lead, willi
irv relation to- child protection and, online safety, harmful, behamiour e.g: sharing nude and/or semi-nude images
and/or videos/online challenges or hoaxes and refer to- the UKCIS guidance Sharing nudes and, semi-nudes:
how to respond, to- arv incident; and the: DfE Guidance Harmful online challenges and, online hoaxes:

e ensure an effective approachs to online safety s v place that empowers the school to protech and, educate the
whole school, community v their use of technology and, establishy mechanisme to- identify, intervene v and,
escalate any incident; where, appropriate;

° Wmmwwmmmmmmwm%%m@mwm
mdudmghm‘d/tor\eadvami&

o liaise with other agencies irv line withy Working together to- Safeguard, Childrer statutory guidance;
to- support other adults inv doing so;

e ensure that online safety education s embedded, irv line: with, DfE guidance Teaching Online Safeby in schools
across the curniculum (ege by use of the UKCIS framework ‘Educations for a Connected World) and, the
ProjectE VOLVE - Education for o Connected, World, Resources) and beyond, irv the wider school, community;

e work with the Headteacher, Data, Protections Officer; Gosernons, and, the school ICT technical staff to ensure o
DPAWWMWWW%WMMMN@W@WMWW

o keep up to date with the latest local and national trends irv online saffety;

e remiew and update this Policy and, procedures; other online safety documents (e.g. Acceptable Use Agreements)
and, the strategy on which they are based (irv line with Policies and procedures for hehamiour and child, protection)
WMMWWQWMWWGWTMM

° WWWSLTWWWWWGWMbMWW

° mmﬂmba&sm%mwmgpfhemwdm%mmwbewmwﬂwm@mm%
incident; and that these are logged, in the same way as any other child, protection incident;

° WWWWMWWMGWWMMMWDE Futering and,

° WWD}EWMWWWM%WLHW Parbane-Keemn@Chxldeoﬁew
Education) s followed throughout the school and, that staff adopt a/ zero-tolerance approach to-this as well, as
to bullying, (irv all it forms) generally

o [acilitate training and, admice for staff and, others working inv the, school to- ensure that:

- all staff who work directly withs children must reads and, understand, KCSIE Part one (whichs includes: Annex
B). The DSL, Headteacher and other members of the SLT must read ands understand, the: whole, of Keeping
Chddmeg@wEdkmﬁom



https://www.gov.uk/government/publications/keeping-children-safe-in-education--2
https://www.gov.uk/government/publications/sharing-nudes-and-semi-nudes-advice-for-education-settings-working-with-children-and-young-people/sharing-nudes-and-semi-nudes-how-to-respond-to-an-incident-overview
https://www.gov.uk/government/publications/sharing-nudes-and-semi-nudes-advice-for-education-settings-working-with-children-and-young-people/sharing-nudes-and-semi-nudes-how-to-respond-to-an-incident-overview
https://www.gov.uk/government/publications/harmful-online-challenges-and-online-hoaxes
https://www.gov.uk/government/publications/working-together-to-safeguard-children--2
https://www.gov.uk/government/publications/teaching-online-safety-in-schools
https://www.gov.uk/government/publications/education-for-a-connected-world
https://projectevolve.co.uk/
https://www.gov.uk/guidance/meeting-digital-and-technology-standards-in-schools-and-colleges/filtering-and-monitoring-standards-for-schools-and-colleges
https://www.gov.uk/guidance/meeting-digital-and-technology-standards-in-schools-and-colleges/filtering-and-monitoring-standards-for-schools-and-colleges
https://www.gov.uk/government/publications/keeping-children-safe-in-education--2
https://www.gov.uk/government/publications/keeping-children-safe-in-education--2
https://www.gov.uk/government/publications/keeping-children-safe-in-education--2
https://www.gov.uk/government/publications/keeping-children-safe-in-education--2
https://www.gov.uk/government/publications/keeping-children-safe-in-education--2
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- am&tadl&gal/mppxop:\at@mtexwl&
- lnappropriate online contact with, adults/strangers;
- potential or actual incidents of grooming;

AU;SW
It is the responsibility of all staff to:

understand, that; online safety s o core part of safeguarding: as such i is part of emveryone's role: Newer think
that) ‘someone elses wills picks it up;

know who- the Designated Safeguarding Lead: ands Online Safety Lead, are;

read and: understand Part, one (which includes Annex B) of Keeping Childrens Safe inv Education unless they do-
nob works directly with, childreny wherv they must read: and: understand, Annexs A instead;

read, understand, and, help promote the schools Online Safetiy Policy and, procedures v conjunction with the
Child, Protections and, other related, school Policies and, procedures;

read; sign, and, follow the school, Staff Acceptable Uses Agreement; and, staff Code of Conduct;

be aware of online safety issues related to the use of mobile technology eg. phones, cameras; smart watches
and, other hand-held denmices and, follow school, procedures irv relation to- these derices:

systems using their log, orv details and immediately report any, suspicion or exidence that there has beerv o breachs
of security, Passwords will be: changed, onv o regular basis and, ab least exery 6 months;
momtomng;odﬁonhn@system&and/expedahon@o(ﬁfhﬁmwfh&nml@ mdudmg/(ﬁonﬂrwowmonhnbammhwm
record, online safety incidents v the same way as any child protection incident; and report incidents to- the
DSL/OSL irv accordance withs school procedures;

notify the DSL/OSL if policy does nots reflect practice inv thes school, and, follow escalation procedures if concerns
processes are irv ;

carefully superise and guide pupils when engaged, in learming activities irwoliing online technology, supporting
themv with, search skills; criticals thinking (e:g: fake news), age-appropriate materials ands signposting, and, legal
prepare and, check all, online source: and, resources before using, inv the classroomy

encourage puplls to- followr their Acceptable Use Agreement; regularly remind them about iy and, enforce school
sanctions where there is @ breachs of the Agreement;

notifyy the DSL/OSL of new trends and, issues before they become as problem;

take o zero~tolerance approach to bullying and, lowe-level, sexual harassment; either offline or online;

receime and act upon regular updates from the DSL/OSL and, have as healthy, curiosity for online safety issues
WMWWWWWWMQW@MMWWM‘M
systems; neser throughs personal, mechanisms; e.g. emails text, mobile phones or social, medias messaging or posts.

PSHE/RSHE Lead(s)
Responsibilities of PSHE/RSHE Leads include:


https://www.gov.uk/government/publications/keeping-children-safe-in-education--2
https://www.gov.uk/government/publications/keeping-children-safe-in-education--2
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PSHE/Relationships education, relationships; and sexs educations (RSE) and, healths education curriculum:  This
Throughout these subjects, teachers will address online safety and, appropriate behariour inv arv age~appropriate
way that i relemant; to- their pupils’ lives (KCSIE);
WMWWMWWWWMWQWMWWTMWW%W
Wm@o@w@ﬁwmmﬂwlmwmmm

working, closely withs the: DSL/OSL and, alls other staff to- ensure an understanding of the issues; approaches, and,
messages withiny PSHE/RSHE.

Compublng/ Sub&'ect Lead(s)
Responsibilities of the: Computing Lead, include:

working, closely withs the: DSL/OSL and, all other staff to- ensure an understanding of the issues; approaches; and,
collaboration with technical staff and others responsible for ICT use v school to-ensure as commony and consistent,
approachy irv line with, Acceptable Use Agreements.

Nebwork, Manager/ Technical staff
Responsibilities of the Networks Manager/ICT Techniciary include:

supporting Governors and SLT v achiening the DfE digital, and technology standards

supporting SLT v the formulation of a Cyber Security resilience strategy and, appropriate Cyber response plary
as outlined inv the DfE Cyber secunity standards;

reporting any online safety related, issues that: arise throughs external; monitoring reports, to- the DSL/OSL iy the
keeping up to- date with the schools Online Safety Policy and, technical, information to effectinely, carryouts their
working closely, with, the DSL/OSL/DPO to ensure that school systems and, nebworks reflect; schiool Policy;
ensuring that: the: above stakeholders understand the terms of existing services and how any changes to these
systems (especially irnv terms of access to- personal and; sensitive records/data and to- systems suchs as Y ouwl ube
andsa(petgonbﬂs

theschoobsobhgaﬁonsmiﬂmed/wﬂweDoﬁE Ftlier\n@and/f\/\omio{vwsmndand&

ensumngzthabtheschoobs/ICT me%w@m%%&wmﬁ@u&aﬁa&&gw
ensuning that access controls/encryption exist to- protect personal and sensitisve information helds onv school-
monitoring the use of the network/Virtual Leaming Erwironment; (VLE)/remote access/emails ands social medias
presence and, that anuy misuse/attempted misuse s reported; to- the DSL/OSL i line with school Policy;
ensuring that, appropriate backup procedures exist so- that critical information and systems canv be recovered, irv
the event of a cyber-attack or other disaster and to complement; the business continuity process ands cyber



https://www.gov.uk/guidance/meeting-digital-and-technology-standards-in-schools-and-colleges/filtering-and-monitoring-standards-for-schools-and-colleges
https://www.gov.uk/guidance/meeting-digital-and-technology-standards-in-schools-and-colleges/cyber-security-standards-for-schools-and-colleges
https://www.gov.uk/guidance/meeting-digital-and-technology-standards-in-schools-and-colleges/filtering-and-monitoring-standards-for-schools-and-colleges
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®  maintaining up-to-date documentation of the schools online security and, technical, procedures;
e working with the Headteacher to- ensure the school website meets statutory DFE requirements
® reporting online safety issues thaly come to- their athention iy line withs school, Policy

Data Protection Oﬁioe(\ (DPO)

The DPO will, be familiar with, references to- the relationship betweeny datas protections and, safeguarding, inv key, DfE
documents @g@ggChldJmSg&wEdumhomar@ Data protection: a/tooUubﬁor\sdwols

The Data Protections Act 2018 and, UK GDPR do not, preaent; or limit, the sharing of information for the purposes of
‘'special category personal datas for the purposes of compliance with DPA 2018. Legal and, secure information sharing
bebweeer schools; Childrervs' Social Care: and; other local agencies is essential for keeping childrer safe and, ensuring
they geb the support they need: Information carv be shared without; consent, if to- gain consent would, place o child, at
place.

Other responsibilities of the: DPO include:

*  working with the DSL, Headteacher and Governors to ensure frameworks are inv place for the protection of datas

Volunteers and, contractors

read; understand; sign, and, adhere to- any Acceptable Use Agreement issued, by the schooli
neportamaucom nomattﬂhhowsrhamtotheDSL/OSL vwﬂ'\oubddw?y

Pupils

° MWMICTWWMWMWW—WPWAWMU%AW-W
links onv contents page; whichs they and/or their parents wills be: expected to- sign before being giners access to-
schools systems. As with, consent; onv datas (prisacy, notices)
systems using their log, on details and, must, immediately report; any suspicion or exidence that there has beery o

® undenstand that the school is able to, and willy impose filkering rules and, will monitor the uses of school owned,
described, irv the: School Behaniour Policy and, procedures and; inv some cases, may inmolae the Police;


https://www.gov.uk/government/publications/keeping-children-safe-in-education--2
https://www.gov.uk/government/publications/data-protection-toolkit-for-schools
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1.11 Parents

Parents play o crucial role iy ensuring that their childrers understand, the need to- use the, Internet/mobile derices v

arv appropriate way. Researchs shows thaly many parents do not fully understand, the issues and, are less experienced,

v the use: of ICT thary their childrens The school wills therefore take enery opportunity to help parents understand,

The key responsibilities for parents are to:

®  support the school in promoting online safety, whichs includes the pupils use of the Internet; and the schools use

e work withy and; support the school when, issues or concemns are identified whichs are as a resulls of the schools

e read; sign, and, promote the Pupil Acceptable Use Agreement; and encourage their child, to- follow it

° W&MWML&MWWWMW&MSMMW%W
mmgmmmbgmgumm%mmmdon&mmlnwmmmm

®  support the schools approachs to- online safetiy by nots uploading or posting, to the, Internet any images or details

2. Tead\ing/andll_earmng/
known as the 4-Cs:

*  Content: being exposed to Ulegal inappropriate, or harmful content, for example: pornography, fake news; racismy
misogyny, self-harmy suicide, antu-Semitismy radicalisations ands extremism

*  Contact: being subjected to harmful online interactions withs other users; for example: peer to peer pressure;
commercial, adwertising and, adults posing as children or young adults with, the intention to- groom, or exploits

*  Conduct: personal, online behamiour that: increases the likelihood of, or causes, harmi for example, making,
sending, and receiring explicit images (eg. consensual and, non-consensual sharing of nudes and semi-nudes
and/or pornography, sharing other explicit images and online bullying: and,

Strong links betweer teaching online safety and the curriculum (sees also- Roles' abowe) are the clearest in

Personal, Social, and Healthy Education (PSHE)

Relationships educations relationships, and, sex; education (RSE) and healths

C A

opportunities as they arise. We will make reference to the DfE guidance Teaching online safety inv schools' and the
UKCIS guidanw'Eduwﬁom@a/Conned:@d/ World,.

Whenewer overseeing the use of technology (derices; the Internet, news technology such, as augmented reality, etc)
t&chnobgg/(uwhidmgextr\al mwlanand/exiended/sdﬁoolzadwmqindwwmb suppmﬁng;ﬂwetmw«ﬂwsew\chshﬂ&
critical thinking (e:g. fake news), age-appropriate materials and: signposting, and legal issues such as copyright
We recognise that online safety and, broader digital resilience must be included, throughouts the: curriculum
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Annual resiens of curriculuny plans / schemes of works (including for SEND pupils) are used: as an opportunity to
assess the key areas of Self-image and, Identity, Online relationships, Online reputations Online bullying, Managing
Hows internet: use enhances learning

This schooli

has o clear, progressive online safety education programme as part of the: Computing/PSHE curriculum: This
covers the teaching of a range of skills and, behariours whichs are: appropriate to- the age and experience of the
STOP and, THINK before they CLICK;
denvelop a range of strategies to emaluate and verify information before accepting its accuracy;
be amware that the author of o/ website/page may have a particular bias or purpose: and, to- dewelop skills to-
know hows to- narrow dowsn or refine a search;
undenstand, acceptable behariour wher using anv online enwironment/emails ue: be polite; no- bad, or abusive
WWW&]MMMWMWWW@MWWPM@M%M%eM
el they o fsctch by cr o o online bellyings
know how to- report, any abuse including cyberbullying: and, how to- seek help if they expenience problems
whery using the Internel and related technologies, ue. parent, teacher or trusted staff member, or an
organisation suchs as ChildLine or the CLICK CEOP buttor.
will, remind, pup&baboubﬂmmrespon&b&lw@s throughs anv end-user Acceptable Use: Agreement; whichs will be

Pupd&vwﬂvaddAhonaLneed&
We use a wide range of strategies to support, children, with, additional, needs who- mighty need extra support to- keep

eWW%WM@W@MMW%W%W@@MWN@MW&LWW%
for instance; internel; use.

Apply rules consistently to- embed, understanding,
Conummmtemle&dw@fopumf&andsed&ﬂwwsuppo&/ unplemenhng;sdwoobmlmathme Working
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e Careful explanations about; whiy rules mights change inv different; situations ue: whyy it i ok to gine your name
and, address to- arv adull iff yow are lost iy towny bub not when using the: Internet.

e Consistenty use of cause and, effect linking the rules to- consequences teaching realistic and practical, examples of

Remote Education

The DfE expects schools to- maintairy their capabilities to- deliver highs quality remote education i cases where it is

Our prionity will: always be to- delirer high-quality face~to-face education to all pupils: Remote education wills only,
ever be considered as s short-term measure and as o last resort, where inv person attendance is' not possible.

This mights include:

®  occasions when our Head teacher decides that i is not possible for us to- opery safely, or that: opening would,

®  occasions when individual pupils; for o limited, durations are unable to- physically attend, school bub are able to
continue learning, for example pupils with, arv infectious ilness.

In these circumstances pupils will hamve access to- remote education as soon as we reasonably carv i proportion to-

We wills try to- proside remote education equinalent iny lengths to the core teaching pupils would, receime inv school

® 3 hours o day on average across the cohort for key stage |, withs less for younger childrer

¢ i hours o dayfor bey shage &

Inv deneloping our remote education provision, we hane:
feedbacks with procedures irv place to- ensure staff are trained, and, confident, irv its use: This enables us to provide
online video lessons recorded, by teaching staff and, high-quality lessons deaeloped, by external, providers as
well, as monitored methods of communications

. WWwWMmeWmMWeQWWWWm

®  ensured thab school-owned denices distributed, for the purpose of access to remote education will always include
appropriate safeguarding controls and, support to- help children and families, and, staff use them safely, including
information about physically healthy computing e.g: posture, the teaching and, learing erwsironment, sleep:

e Determined, our thresholds of absence at which we will againy publish, onv the school website: up~-to-date
documents like: our Acceptable Use Agreements:

o Pub systems inv place for checking, daily, whether pupils are engaging withs their work, so- we can work with
families to- rapidly identify effective solutions where engagement is as concern

o Idenhified o named senior leader & Headteacher, who will, take overarching responsibility for the oversight; of
to their age; stage of deselopment, special educational needs, or disability e.g. where this would, place significant

e Sought to demonstrate thab we understand, the requirement, for schools' under the Children, and, Families Act
educationals needs remains irv place.



https://www.gov.uk/guidance/safeguarding-and-remote-education
https://www.gov.uk/government/publications/providing-remote-education-information-to-parents-template
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adults, childrery and young people exposed, to- it and, ensured, the risks are being addressed, inv a/ consistent; and,

Imﬂw@p;ow&omo}nemob@educahomﬂu&schoobwwdeﬁake&fo

wha(ﬁf\om’dwsc}wob %amé,one fhwdwddwgmngtobemiancﬁngw&ﬂwonhm
prowdmg}mqpmb dmrexplﬂnahon&o}:nmoonienb deh»ex\ed/bg/@fenchenwﬂﬁmug}nhxgh qualiby

WWMMWWWDEWWG@WWMMWWM
nwmandsd&-mmm&eedumhomoﬁennegﬂa@

continue to records attendance accurately inv the register for pupils who are receiving remote education iy line
with, DPE nonv- statutory guidance Working, together to- improve schools athendance

that considers and, reflects the risks the pupils that attend, this school face using o tool, like the: 360° safe website:

We recognise that there are: additional, safeguarding risks to- pupils associated, withs them spending more time online
also be risks from or to the people they live with duning live video link: work, and, staff are expected to- plary

accordingly, and, seek adwice from the OSL/DSL as necessary: The pupil; Acceptable Use Agreement; includes expected,
conduch duning remote education activities.

We recognise that there are: additional safeguarding risks to- staff as wells especially those facilitating remote learning
Vi lve video links that may also- impact other people irv their household, or community. The Staff Code of Conduch
sets oub expected good, remote education practice.

Staff are expected, to:

provide information about the technology they use abs home to- get online e: to- ensure compatibiliby withs school
implement, relesant; guidance onv safe teaching and, pastoral care from their home e.g. what is irv the background,
of recorded; or live streams, what is wisible on shared, screens, whabs canv be heard, by, others inv s household, ete.
Pay special attention to- how they, protect personal, datas ats home.
a pupil
Ensuring staff have the tools to- promote ar healthy balance between the positive ands negative aspects of
10
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- Signposting parents' and, carers to- tools to explainy and, reduce risks and help them talk to- their child:

- Reiterating beharmiour expectations and ways to- handle and, report problems; especially encouraging childrery
to speak to o trusted, adull if they, come across content; online that makes them, uncomfortable.

- Supporting cnitical thinking and, promoting resources like It's not easy being o parent inv the digital, age
Parent, Zone and, Trust Me | Childnet; which provide ways parents and carers can help their child, denelop
these skills.

Ounsbo&}necogms@ﬂmbonlmso&ef@ only one element of the wider safeguarding agendas as well: as being o
curriculum strand, of Computing, PSHE/RSHE and, Citizenship.
Gambwnwm&wdbb@hwﬁledwﬂwmwagwwoﬂwh&uldmmwnm Ear\bd,r\epor\hng/tot}'w
DSL/OSL e vital to ensure that the information contributes to the overall picture or highlights what: might: not yeb
be o problem

Support staff will ofteny have a unique insightt and, opportunity to find out about issues first inv the playground,

o Child Protections Policy and, procedures

e Child orv child abuse Policy and, procedures

e Behaviour Policy and procedures (includes anti-bullying procedures)

®  Acceptable Use Agreements

o Prement Risk Assessments

e Data Protection Policy, agreements, and, other documentation (eqg. privacy statement, consent; forms for datas
We are, committed to taking all, reasonable precautions to ensure online safety but recognise that incidents wills occur

Any suspected online risk or infringement, should, be reported, to- the: DSL/OSL on the same day wheremer possible
Headteacher unless the concerr is aboul the Headteachers inv whichs case; the: complaint will be: directed, to- the Chair
of Gowvernors: Stoff may also use the NSPCC Whistleblowing Helpline: Call, 0800 08 0285 or email:
help@nspccorguk

The school, wills actinvely seek support from other agencies as needed, (ue: Local, Authonity Safeguarding Hub, UK Safer
Internet Centre's Professionals: Online Safety Helplmb (034:4:3814-773), NCA CEOP, Cumbrias Police Preent; Officer

Cumbrias Police, Internet, Watch Foundation (IWF)). We wills inform parents of online safetiy incidents involving their
child, and the Police where staff or pupils engage v or are subjech to- behamiour whichs we consider s particularly
WWWWWS%SMWMWMWWWWO}WMW

e In this school there i strict monitoring and applications of the: Onlines Safety Policy ands o differentiated: and,

e The Online Safety Coordinator will, records alls reported, incidents: and, actions takery irv the: School Online Safety
incident log and, other irv any, relessant; areas eg: Bullying or Child, protection log.

e The Designated, Safeguarding Lead will, be informed, of any online safety incidents iruolving Child, Protection
concerns;, whichy will, ther be escalated, appropriately - See Child, Protections Policy and procedures for dealing
withy concerns.

e  The school will manage Online Safety incidents inv accordance withs the school, discipline/Behariour Policy where
appropriate:
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wills contact the: Safeguarding Hub and, escalate the concerny to- the Police.
° I&WM@WWWWWWM@%O&WMWWMWM%@MWW
SWH@-WCMPWPMMW
o “cdlean’ designated, computer:
Immmmmwmwwﬁawwwmmmwmmww
procedures: It is important that, where necessary, members of the school, community are made aware that incidents
have beery deall withs

Shﬂﬂngnudf;und/m»mnb-nud&%@ge&and/onwdm&

U\oseunder\th@ogeo}m are discomered , we will, refer to- the UK Counabafor\ (UKCIS) ) guidance ‘Sharing nude and,
semi-nude images. A copy of this document is' arailable from the school office: Where one of the parties is over
Uneag,e/o§|8 and/theoi‘hem&undmm we wills refer to tt as' childs sexual, abuse.

Al staff and, other relevant; adults hare beery issued, withs a copy of the, UKCIS ouverviews document, (Sharing nudes
and, semi-rnudes: how to- respond to an incident) inv recognition of the fact that i is generallyy someone other thar
the DSL or OSL who wills first; become amare of any incident. Staff. other thary the DSL, must nob infentionally, wiew,

copy print, share; store or same or delete the image or ask anyone else to- do so- buby must report; the: incident, to- the

DSLcus/soon/a&pos&bLe

It is the responsibility of the DSL to follow the guidance issued by UKCIS, decide onv the next steps and, whether to

rwolme other agencies as appropriate.

It s important to- understand, that whilst the sharing of nude and/or semi-nude images and/or videos s Ulegals

pupils should, be encouraged to- discuss withs staff situations if they have made a mistake or had a problem withs this

s,

The UKCIS adwice outlines how to respond, to- arv incident; of nudes and, semi-rudes being shared, including;

® recording incidents; including the role of other agencies.

° WWMW

® o persony under the age of 18 creates and, shares nudes and semi-nudes of themselwes with, ar peer under the
age of 18

® o person under the age of 18 shares nudes and, semi-nudes created, by another person under the age of 18 with
a peer under the age of 18;

® o personv under the age of 18 is in possession of nudes and: semi-nudes created by another person under the
age of 18.

U I. |.
Al staff are amvare that ‘upskirting (taking o photo of someone under their clothing) is now a/ criminal, offence, bub
thaty pupils should, be encouraged to- discuss withs staff situations if they have made a mistake or hads a problem with,
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3.3 Cyber\bulh‘;ing/

will, be treated, i the same way as any other form of bullyjing. The Behariour Policy and, procedures wills be followed,
irv relation to sanchions taken against the perpetrator. It is important; nots to- treat online bullying separately to offline
both the victim and, the perpetrator. Irv some cases; i may be necessary to- inform or inwolve the Police.
Many young people and, adults find that: using the Internet; and, mobile phones s o/ positive: and, creatinve part of
become threatening, harmful, and: o source of anxiety It s essential, thab young, people; school staff and, parents
ands combat misuse: Promoting o culture of confident; users wills supporty innosations and, safety:
respond to- bullying. Irv particular, sections 89 of the Educations and, Inspections Act 2006:

pupils: These measures should be part of the schools Beharmiour Policy which, must be: communicated, to- all
Where bullying outside school (suchs as online or vias text) s reported, to the schooly it willl be inwestigated and, acted,
orv v lines withy the, school, Behariour Policy and, procedures:
Although bullying, iy itself is nob o specific criminal offence inthe UK, it is important to- bear i mind, thaty some types
of harassing or threatening behariour or communications could be a criminal offence; for example under the
Protection from Harassment; Act 1997, the Malicious Communications Ack 1988, the Communications Ach 2003, and,

the Public Order Act 1986. If school staff feel anv offence may harme beens committed; they should seek assistance
from the Police.
Al stoff have a role iy implementing our behamiour policy and, our procedures for tackling cyberbullying as follows;
bullyjing)

tolerated: Full, details are set: oubs inv the Behaniour Policy ands procedures:
e There are cdear procedures inv place to support anyone inv the school, community affected, by cyberbullying,
e Al incidents of cyberbullying reported, to the school will be recorded:

Pupils; staff: and, parents will, be: admised, to- keep o record, of the bullying as exidence.
TmmmmmwwwmmWMWTmeew
Pob,ce%neoessang/
Uwsdnoobs/onhnesq{:e’(geﬂno&
e Sanchions for those irwolved inv eyberbullying may include:
A service prosider may be contacted to remove content if the perpetrator refuses or s unable to delete
content.
Internet access may be suspended, abs school for the user for o peniod; of time: Other sanctions for pupils and,
staff may also be used, iy accordance withs the: Behariour Policy and procedures; Acceptable Use Agreement,
and, Disciplinary Procedures:
Parents of both the perpetraton(s) and, the victim(s) will; be: informed.
The Police wills be: contacted, if o criminal offence s suspected.
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Ham@onhnechuﬂenge&or\hmxm

An online challenge will; generally, involie users recording themselmes taking o challenge and, then distributing the
If staff are confident, childrery and, young people are: aware of, and engaged, iry a real challenge thaty may be putting
them ab risk of harmy ther iy would be appropriate for this to be directly addressed, by either the DSL or a/ senior
leader v schools Carefuls considerations will be ginery ony how best to- do- this; ands v may be appropriate to- offer
focussed support to- o particular age group or individual childrer ab riske We wills take account: of the fact that exery
with real challenges, many, childrery and, young people may not have seerv it ands may not be: aware of it and, will,
WWwWW@m-mNMW#WMWWW@WW
needlessly increasing children and young peoples exposure to it.

Where staff become aware of a potentially harmful online hoai or challenge; they wills immediately, inform the DSL
Where the DSL mwmywwmmwmmmmmewm

& b age and stage of demelopment; appropriate?

l&li'/suppom»e?
A hoax s o deliberate lie: designed, to- seem truthful: The internet, and, social media provide as perfect platformy for
We will; carefully consider if a challenge or scare story is o hoax: Generally speaking, naming arv online hoax, and,
There hare beers examples of hoaxes where muchy of the content; was created by those responding to- the story being,
reported; needlessly increasing children and, young people’s exposure to distressing content:
provided by the UK Safer Internet, Centre which, provides guidance onv dealing with, online hoaixes or challenges:
Irv any response; reference will, be: made to-the DfE guidance Harmful online challenges and, online hoaxes .

.
o isibhelpful?
[ ]

Sexual violence and harassment

DfE guidance onv sexual wiolence and harassment is referenced, inv Part fise of Keeping Childrens Safes inv Educationy.
Al staff are aware of this guidance.

We hame as zero tolerance approach, to- all forms of sexual wiolence ands harassment; and, wills act appropriately, on
harassment; or violence (online or offline) must be reported to-the DSL ab the eanliest; opportunity. The DSL will follow
the guidance as outlined irv the, Child, Protection Policy ands procedures: Sanctions will, be: applied: iny line withs our
Behariour Policy and, procedures.

These rules are defined, ir the relevant, Acceptable Use Agreements as provided to- pupils; staff: and, Gosernors.
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procedures.

Social media incidents

See also Section 9. helow Social medias incidents' are: goserned, by Acceptable Use Agreements. Breaches wills be
dealty with v line with these procedures, the Behaniour Policy and procedures (for pupils) and the staff Code of
Where an incident; relates to- an inappropriate, upsetting, uiolent, or abusive social medias post by anv identifiable
member of the school, community, we will request; thaly the post be deleted, and will: expect this to- the actioned,
promptly

Where arv offending post has beenv made by a thind, party or s anonymous; the school, may report i to- the hosting
platformy the Police or may contach the Professionals Online Safety Helpline (UK Safer Internet; Centre) for support

Datapl\oteohon;and,dofa,seoun@

Al pupils; staff, Gosernors, parents; and, other adults working inv or wisiting school, are: bound, by the: schools Datas
Protection Policy and, procedures o) copy of which is anailable from the school office.

There are references to the relationship betweens data protections and safeguarding i key DFE documents e Keepi
Childreny Safe inv Education ands Data protection: astoolkits for schools whichs the DPO and, DSL wills seeks to- apply,

The Headteacher, DPO and, Governons works together to- ensure: as DPA compliant framewsork for storing datas bub
and, legal sharing of information: The Data Protections Act 2018 does not prement; or limity the sharing of information
categony personal, datas for the purposes of compliance withs the: DPA. Legal and, secure information sharing between,
schools, Childrervs Social, Care and, other local, agencies is essential for keeping children safe ands ensuring they get
the support they need. Information carv be shared, without: consents if to gain consenty would, place a child: ab risk
Al pupils; staff; Governors, volunteers, contractors; and parents are: bound by the school's Datas Protection Policy and,
procedures:

Momtau\mg, In{or‘mahm Sg,stcm/s« Secuﬂhdz

Local Area, Network (LAN) secunity issues include:

° Umwmmmbyegmmbm%w@e%mwwmwwmg

e Users must take responsibility for their nebwork use.  For staffy flouting the school Acceptable Use: Agreement,
may be regarded as o reasor for dismissal

e Servers will be located securely ands physical; access restricted.

®  The server operating system is secured and, kepl up to- date:

e Virus protection for the whole network s installeds and, current.

o Am@WWM%M@WWWW@W%WPA&W

Wide, Area Network (WAN) security issues include:

® Broadband firewalls and local, CPEs (Customer Premises Equipment) are configured to- present; unauthonised,
access hetween schools.
®  Decisions onv WAN secunity are made inv partnership betweeen school, and, our networks prosider:
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The following, statements apply irv our school:

Personal, datas sent over the Internels or taken off site wills bes encrypted:

Unapprosed, software will, not: be: allowed, in works areas or attached to- emaik

Files held orv the schools network wills be regulanly, checked:

The ICT coondinator/network manager will, resiew- systems capacity regulanly.

e Use of user logine and passwords to- access the school, nebwork wills bes enforced, - see Sections 6. heloww.

The school, broadband, and, online suppliers are: Gemini Ltd, & Cumbrias Schools ICT Support, withy IT Support

provided by Systems IT.

The Headteacher, Datas Protections Officer and Gowernors work together to- ensure: o DPA compliant framevorks for

Password, Secunity

We will; ensure that: the school, networks 1s as safe and secure as s reasonably possible and, that users canv only

allowwed, for monitoring punrposes withir the schools procedures); access to- personals datas s securely controlled i

evidence that there has been o breachs of security,

Passwords for neww users, and replacement; passweords for existing users canv be allocated, by SytstemI T, co-ordinated,

Users will, change their passwords every 90 days/months.

Tr‘ai.ni.ng//'\warenbs&

It s essential thab users are made aware of the need to keep passwords secure; and the risks attached to- unauthonised,

e ab induction;

e through the schools Online Safety Policy and, procedures;

e through the Acceptable Use Agreement:

e in, Computing/ICT and/or Online Safety lessons;

° U'\nou,g}\/theAcoepiabLeUseAgl\eemfmh

®  passwords must be changed every 90 days/months;

e the last four passwords cannot be re-used;

e the password will be o minimum of 8 characters long and, must include three of - uppercase character; lowercase
character, number; special; characters

®  the account should be “locked out,” following sixs successive incorrect log-or attempts;

. memmdsegusedwﬂvnwuwmmwwhmmmwgoﬁavﬂw&nmmwbe
enforced to- change immediately upor the next; account; log-ony
® passwords shall, nob be displayed, on screeny and, shall be securely hashed, (use of one~way encryption);
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The “master/administrator’ powwor\da(ﬁonﬂ\@sd\ool)ICT system, used, by the Nebwork: Manager (o~ other person)
are made available to- the Head teacher or other nominated senior leader and, kept inv o secure place:

Audii‘/MomtoNng/Repmhng/Rm

®  User Ids and requests for password changes;

e User log-ons;

®  Security incidents related to- this Policy and procedures:

Invthe exent of o serious secunity incident; the Police: may request; and, wills be: allowwed, access to- passwords used; for

User lists, ID&MWWWWWMWWWWWMMW
@ secure manner: | hese records will, be rexiewed, by Gosernors ab regular intervals:

Electronic Communications

Mon@gin;g/EmajL

e Pupils may only use approsed, email; accounts for school purposes:.

o Pupils must immediately tell: s designated: member of staff if they receine an offensive email or one which upsets
or worries themu

e Pupils must nob reveal personal; details of themselves or others iny email; communications or arrange to meet

e Whole-class or group email, addresses wills bes used, irv primary schools for communication outside of the school

®  Whole class or group email; addresses will; be: used abs KSI, while: pupils at KS& and, abowve wills be provided,
by the SLT. Any, desdatior from this must be agreeds with the: DSL/Head teacher.
communications.  Any unauthorised aftempt to use a different system, may be a safeguarding concern or
disciplinary matter and should, be notified, to- the: DSL (if by a child) or to the Headteacher (if by as staff member).
all, use ts monitored; their emails may be reads and, the same rules of appropriate behanviour apply ab all, times.
Emails using inappropriate language, images; mabware or to adults sites may be blocked, and, not arvive abs their
intended, destination.

. AWM@@W@G&MMWWMWMW%WWW

e  Spamy phishing, and virus attachments can make emails dangerous: The school ICT provider ensures mails is
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Staff or pupll personals datas shoulds newver be sent/shared/stored, in emails: ands any datar must be encrypted, prior to

being sent.

®  Assess whether the information can be transmitted by other secure means before using email - emailing
confidential data is not recommended and, should be amoided, where possible;

e Theuse of Hotmaily BT Interet; G -mails or aruy other Internet based webmails serice for sending email containing
sensitise information s not permitted;

®  Where your conclusion is that email must be: used, to transmit; suchs data

Obtairy express consent from your manager to- provide the information by emaili
Don&wp@w}mwdﬂwemb%wmmmﬂ\mwnmy
Do not send, the information to- any person whose details you hame beens unable to- separately verify (usually
oy phonc)
mmmuypﬁm@wmmmdbg@mwnmm%mmﬂs)&gww@homww
Donottdm%sudwu%onmuhomwﬂw@subéecthn@odﬁwemam
Zombie accounts
authoriseds access to the schools systems.  Suchy Zombie accounts wherv left; actisve can cause o security threat by,
®  Ensure thab all, user accounts are disabled, once the member of the school has left:
¢  Regularly change genenic passwords to- amoids unauthorised access (Microsoft© admise every b-dk days).
S@&FW@@@%M@MW@H&@ITGWQ&W

School, Website

The school website is o key public-facing information portal for the school, community (hoths existing and, prospectinve
stakeholders) withs o key reputational, walue: Jenny Walker has day to- day editorial responsibility for online content,
The DfE has determined, information which must be amailable onv ar school, website: Whaty maintained, schools must
® The contact details orv the website are the school, address, emaily and telephone number. Stoff, Gowvernors, or
e Email addresses will: be published, carefully online, to- anoids being harvested, for spam (eg: by replacing ‘@’ with
‘AT).
e The school website will comply with, the: schools guidelines for publications including respect; for intellectual
e Whenre pupil work, images or videos are published, orv the website, their identities are protected; and full names
are nob published, (remember also not to save images withs a filename that includes o pupils full name).
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the Internet. Those images may remairy available orv the Internel foremer and may cause harm or embarrassment; to
individuals v the short or longer termu TWWWWM%WWWMW

MWMOMWMLM@ WT%MW&LWMWWWMW&

We gain, parental; permission for the use of digital photographs or video irwolving their child: as part of the
school, agreement, formy wherv their child, joins the, school This s o once irv a school, lifetime consent: Parents are
We seek consent, for the publication of images from pupils.

When we publish images or video; we wills inform pupils and, parents before publishing, so-they have o chance
to object as s their legal, right under DPA 2018.
We@@@%w@&wﬂm%@@wm@@&wm@@%%mo}w@&w%u&d@qﬁ
awdmiuﬂg/shax\ngzﬂ'm

photo&omon;au MWWWT@mwwmwmwmwm
SWWWWMW%WWWWCO@O}CMWWWM&AW@
;ﬁ;ﬁw This includes o clause on the use of mobile phones/personal equipment; for taking pictures of
The school blocks/filter access to social networking sites or newsgroups unless there is o specific approved,
educational purpose:

without secrecy, and, not captured, in a one~to-one situation: Photos will, abways be: mosed, to- school storage as
aubomohmlbgbackfupp}wtos
WMWWMWMWW%WMWW

Digital, images/videos are stored; orv the school, network inv line withs the retention schedule of the school Datas
Protection Policy.

taught, to- consider how to- publishs for a wide range of audiences which mighty include, Gowvernors, parents; or
younger childrery as part of their ICT scheme of work;

Pupils are taught; that: they should not post; images or videos of others without their consent: We teachs them
the identity of others and, their locations suchs as house number, street name or schooli We teachs them about the
need to keep their datas secure and what, to- do- if they o a friend, are subject to bullying or abuse:
p:\obe,chomconwn&(e/.gz. me—oﬁﬁnwmmw%wmm)dmm
I(Fspeotﬁppupxbphotos} notgmupphofo& ox\e/used/omﬂrwschooi;webs&e/ uvﬂne/prospeotusonwoﬂwr\hkg}u
information see KAHSC Safety Series: General GAl - Tthse@ﬁIma@e&wthon&vChdemand:ﬂw
KAHSC Model Consents Fom» - trips images and, pairy relief).

A pupilis work cany only be published, with the: consent, of the pupil and parents. We wills seek the consent, of the,
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Cloud Plaf{onm&

This school adheres to- the principles of the DFE document; Clouds computing services: guidance for school leadens,
school staff and, governing bodies and, our Datas Protections Policy and procedures includes the use of Cloud, services.

For online saffety, basic rules of good password management, expert administration and training s used, to- keep: staff
and, pupils safe and, to- amoid; incidents: The DPO and, nebwork manager will analyse: and, document; systems and,
The following principles apply:
®  Privacy statements inform parents and, children, when and, whatb type of datas is stored; irv the: cloud:
e The DPO approves new cloud systems, what: may or may not be stored, inv them and, by, whom o the basis of
o datas protection impact assessment; (DPTA).
is nob shared: by mistake: Operv access or widely shared folders are clearly marked as such

whab, data may be stored, and, how it cary bes seeru

*  Two-factor authentication i used for access to- staff or pupil datas

e Only school-approved platforms are used by students or staff to- store pupil; work:

Generative Artificial, Intelligence

Generative artificial intelligence (AI) s technology that cary be used, to- create neww content based, on large volumes
of data that models hae been trained, onv fromv o variely of works and, other sources: Chat’lGPT and, Google Bard, are

generative A tools built, o large language models (LLMs).
Tools such as ChatGPT and Google Bard, can:

answer questions

complete, writtery tasks

respond to- prompts irv @ human-like wayy

Other forms of generatime Al carv produce:
audio
code
11l 25 g
text
simulations
videos

Al technology is not new and, we already use it inv everyday, life for:
nawigalion apps
online chathots

Howener, recent, admances i technology mean that we can now use tools suchs as ChatGPT and, Google Bard, to-
produce Al -generated content. This creates hoth opportunities and, challenges for schools whichs are briefly, described,
v DfE guidance Generative artificials intelligence (AI) inv educations - GOV.UK (wenenngorsuk).
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We recognise thal this' means we hanve two key duties:
to prepare students for changing workplaces; and,
to-teach students how to- use emerging technologies, suchs as generative AL safely and, appropriately.
This has implications for:
How effectively we use and, monitor the use of AT
The protection of the personal, data, privacy and, intellectual property of staff and, pupils: and, explici
consent, if any data wills bes used, for machine learning
Maintaining the integrity of formal assessments ue, detecting and, presenting the misuse of AL and
Curriculum deselopment:

Data

Al staff who make any use of Al are expected to have read the DfE guidance (see link above) and, must
incorporate the principles in all, of their work, withs it All works withy AT must also- bes dones irv line withs this Policy,
and, our Datas Protections Policy: New uses of Al thab are not similar to anything we curvently do must be
explained, to- and, approved, by the Headteacher, who will lead onv deciding whether the benefits oubweigh the
risks and, how the risks will be: monitored, and, minimised:

Social, Mediaw

This school, operates on the principle that iff we dont manage our social media reputation, someone else wills Online
We therefore manage our social medias footprint; carefully to- know whats is being said, about the, school and, irv order
to respond, to eriticism and, praise v o fair; responsible manner.

The school, has arv official Facebook account whichs i managed by, the, school and, wills respond, to- general, enguinies

matters.

bg,wdusocwl,medmpxwda\s
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Staff. pupils, and parents’ Social Medias presence:
Social media & o fack of modery life and; as o school, we accept thaly many parents, staff and pupils wills use it
Howerrer; as stated inthe Acceptable Use Agreements and our Behamiour Policy and) procedures we expect everybody
to- behare irv o positime manner, engaging respectfully with, the school and eachs other on social media irv the same
WmWWWWTWWbMM@meWMeQMW
pages; of groups.
If parents harve as concern abouts the school; we urge themy to contach us directly and, irv prisate to- resolae the matter.
Many social, medias platforms hae a minimum age of |3 bub the school regularly deals with, issues anising orv social,
medias withs pupils under the age of |13. We ask parents to respect: age ratings onv social medias platforms whereaer
possible and not encourage or condone underage use. Howerrer; the school acceph that there s a balance between
beharmiour, how- to- be o good friend, online and, how to report, bullying, misuse, intimidation, or abuse. Howerer,
children, will, oftery learry most from the models of behaniour they see and experience. Parents carv best support this
night i& not helpful, for @ goods night's sleep and, productive teaching and, learing aby school, the next day).
PWW@M@MWWWW@MWQ'WWWGW&WWW
Gonernors, volunteers, or regular school contractors public: accounts (e:g. following a staff member with, o public
the schools
Ths followingy principlas opplp
e  This school will take steps to- control access to social medias and, social, networking sites over school networks;
orv school-owned deasices, and, on social medias or other online accounts we control
Social Media and, how to use b safelyy = NCSC.GOV.UK, Social Media, = UK Safer Internel Centre; ands Social,
media and; online safety | NSPCC Learning:
e Pupils will be adwised neser to gime outs personal, details of any kind whichy may, identify them and, / or their
location. Examples would include real name; address; mobile or landline phone numbenrs, school, attended; IM
e Staff wishing to use Social, Media tools with pupils as part of the curriculum will risk; assess the sites before
consent; from the, SLT before using Social, Medias tools in the classroonmu
SLT. Members of staff are adwmised nob to rury social, nebwork spaces for pupil; use: onv s personal, basis:
e Personal publishing will, be taught: wia age~-appropriate sites that: are suitable for educational purposes. They

! Exceptions may be made, e.g. for pre-existing family links, but these must be approved by the Head teacher and should be declared upon
entry of the pupil or staff member to the school.

2 Any attempt to do so may be a safeguarding concern or disciplinary matter and should be notified to the DSL (if by a child) or to the Head
teacher (if by a staff member).
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unknown indirviduals and, to- block: urwwanted, communications.
S@&W&MWMWWW%WMHWW&MMMMMWWWO%
teachers - The Education Hub (blogigouuk).

Newsgroups wills be: blocked, unless a, specific: use ts approved.

Concerns regarding a pupils use of social nebworking, social media, ands personal publishing sites (i or oubs of
staff induction and, outlined, inv the school Staff Acceptable Use Agreement; - see link on contents page:

Personal dewnices and bring your own device (BYOD) procedures:

We recognise the widespreads use of personal, desices makes ity essential, that schools take steps to- ensure mobile

Mobile derices carv present; a numbenr of problems when not used, appropriately;

Permitted use of mobile phones and personal desices is as school decision and, the following, wills apply:

and covered inv the relemant; school, Acceptable Use: Agreement.

Policy and, procedures.

where there (s o reasonable suspicion thaty i may contairy undesirable materials; including those which promote
pornography, wiolence; or bullying:  Staff mobiles or hand-held devices maiy be searched, ab any time as part of
School, staff may confiscate a phone or denice iff they believe it is being used, to- contrarene the schools Behariour
Policy and, procedures.

If there s suspicion that the material or the mobile may provide evidence relating to- a criminal offence the
approved and, directed, curriculum-based, activity with, consents fromv o membenr of staff. They should be switched,
school, break times. Al wisitors are requested to- keep their phones orv silent, whilst in the school

The recording, taking, and, sharing of images; video and, audio- orv any mobile phone is to be avoided, except
where it has been explicitly agreed otherwise by the Headteacher: Suchs authorised use is to- be monitored and,
recorded: Al mobile phone use is to be open to seruting and the Headteacher s authorised, to- withdrawe or
restrict authorisation for use abs arwy time if it s deemed, necessary: Where permission is ginery by the Headbeachers
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The Bluetooth function of a mobile phone should, always be switched off and, nob be used to- send, images or
schools telephone. Staff may use their phones duning break times: If o staff member is expecting o personal, cally
their phone ab other thary their break time:

if the: procedures are: embedded, in the school Behariour Policy and procedures; refer the reader to- thaly document.
with guidance orv creating a mobile phone~-free school, erwironment, for example:

accepts that, there may be circumstances i which as parent, wishes their child to- have a mobile phone for their
If @ pupil breaches the school procedures; ther the phone or denice wills be confiscated and, will be held, inv o
secure place ir the school, office. Mobile phones and, derices will, be released, to- parents inv accordance with the
school, Behamiour Policy and, procedures:

Phones and, devices must not be taker, into- examinations: Pupils found, i possession of o mobile phone during
arv exarm will bes reported to- the: appropriate examining body, This may result i the pupils withdrawal from,
either that examinatiors or all examinations.

If @ pupil needs to- contact his/her parent, they will, be: allowed, to- use: as school, phone: Parents are: adaised, nots
activities under the supervision of @ member of staff. Such, mobile: phones will: be seby up so- that only those

MWWWWO}WMW@W@WW

Staff will be issued, withs as school, phone where contact with, pupils or parents s required:

duration of o specific task like route directions orv as school trip, and, mobile phones or personally owned dervices
will nob bes used, during teaching periods unless permission has beerv giner by o member of SLT for emergency,
circumstances.

part of an educationals activity, ther it wills only take place when approved, by the SLT.

Where members of staff are required to- use as mobile phone for school, duties, for instance irv case of emergency,
during off-site actirmities, or for contacting pupils or parents, thens a school, mobile phone will; be: provided, and,
used: Irv anv emergency where o staff member does not hawve access to- s school-owned device; they should use
If @ member of staff breaches the school, Policy and, Procedures; then disciplinary actions may be taker
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any photos eg: of displays in corridors or classrooms and, anoid, capturing other childrer: Parents are asked not, to
Network/internet access on school desvices

Use Agreement.

Searching. Screening and, Confiscatiorns

Inv line with the DfE guidance ‘Screening. searching and, confiscation: adwice for schools, the Headteacher and, staff
authonised, by them have o statutory power to- search, pupils/property, on school, premises (withs consent; for tems
banned, by the school, and, without: consent, for items whichs ares prohibited, or Ulegal). Staff may examine any data, or
files onv any electronic desice they have confiscated, as o result of a searchy i there is' good, reason to do- so: I}Um@
member of staff conducting the searchs suspects they may find, an indecent; image of a child (sometimes known as
print, share, store, same or delete such images:

When arv incident; might; inwolie arv indecent; image of a child: and/or video; the: member of staff wills confiscate the
derice, anvoid looking abs the derice and, refer the incident to- the DSL (or deputy) as the most appropriate person to
adaise orv the schools response. This includes the content; of mobile phones and, other dewices, for example as a
resull of o reasonable suspicion that s device contains Ulegal or undesirable material including but not exclusive to
sexual images, pornography, upskirting, wiolence or bullying: Further details' are: amailable inv the Behanviour Policy
and, procedures.

Whilst considening our responsibility to- safeguard, and, promote the welfare of children, and, provide them withs o safe
erwironment; i which to- learry we (the: Governors, SLT and, staff) will, do- all we reasonably, carv to- limits childrervs
exposure to- online safety nisks from the schools IT system: As part of this process; we will; ensure that the school
By making use of an appropriate nisk assessment; the school will, work towards meeting the obligations sely outs inv the

The Gowvernors will, resieww the standards and, discuss with, IT staff and service providers whalty more needs to- be

° Theschoobdewonhw{thth&deoU&Broadband;tewmngstﬂmITand/Cumwa/School&ICTbenmﬂwb

° TMMMW@WWMWMWWM%MAwW@

° QWWW&WWMWURL MMWM%WSMOMSGMCWM\/DSL
WMMWMWWWMWWQ&W

e  The school filtering system will block alls sites onv the Internet, Watch Foundation (IWF) list:

e Changesto the school filtering procedures wills be risk assessed by staff with educational and technical, experience
prwtoamé/dwang@&andzwhu\eappxopﬂatemﬂvwmboﬁmmﬂﬁeSLT.

® The school SLT will ensure that regular checks are made to- ensure that the filtering methods selected, are
g{%ﬁedwva

®  Any matenial that the school believes is ilegal will: be reported, to- appropriate agencies suchs as IWF, the Police
or CEOP.
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® The schools access strategy wills be designed by educators to suit the age and: curriculum requirements of the
Filtening orv school, nebweorks must not be tested, by searching for content that is' known to be filtered, because i is
harmful. Southy West, Grids for Leaming (swgflionguk) hanve created astool, to check whether as schools filtering provider
i signed, up to- relesant lists (CSA content; Sexual Content; Terrorist content; Y our Internet, Connection Blocks: Child,
Abuse & Terrorist, Content).

M . . ' I I .
mobile: communications, internet access, collaboration, and, multimedia tools. Wew«lLunder\fakea;r\sk:a/ssmmnbm
each, neww technology for effective ands safe practice inv classroom use to be deseloped: The safest; approachs is to-
deny access until o risk; assessment; has beers completed, and, safe practice has beer established.
carv also- be one way, of encouraging a disaffected, pupil to- keep irv touchs
online tools such as Instagramy YouwTube, X (formenly known as Twitter) ands TikTok. The registening of indiriduals
access, enable video to be exchanged across the Internet. The amailability of live video can sometimes increase
safety - yow can see who yow are talking to- - bub if inappropriately used; o video link could, reveal, security details.
Neww applications are continually being deseloped based onvthe, Internet, the mobile phone nebwworks wireless; Bluetooths
or infrared, connections. Users canv be: mobile using a phone; games console or personal, digitals assistant, with, wireless
internet access: This carv offer immense opportunities for learming as well as dangers suchs as a pupil using o phone
to- video a teacher's reaction irv o difficults situation
We will take steps to keep updated: on new technologies; including those relating to- mobile phones and, handheld,
derices; and be ready to- deselop appropriate strategies. For example;, whether communicating with a pupil, or families
wa SMS wmm@nbmmgngappa&@@%somwwwmmmhmmwawwi@w
Wbmwmmmwmmﬁﬂwmqﬁmww
suchs use is inappropriate and, conflicts withs school, Policy and, procedures. Abusinve messages should, be dealts with
urv line with the school's Behamiour Policy and, procedures.
e Emerging technologies will be examined for educational, benefit and o risk assessment; will bes carnied, outs before
use inv school is allowed.
with the school, Acceptable Uses Agreement/Mobile: Phone procedures:

It i vital that the school, understand, our wulnerabilities inv relation to- potential cyber-attacks and breaches; regularly

resieme our existing defences and take the necessary steps to- protect; our nebworks: As wells as haring o current, and,
cohesive Cyber Response Plary in place; there are several, measures that we can implement to- help to- improe our
IT security and, mitigate the risks of a cyber-attack: These measures fall under the Tdentify, Protect and Detect
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Policy Decisions
Auﬂ\of\ising, interneb access

The school will, allocate internels access to- staff and, pupils based: on educational need: It will, be clear who has
WWMWWWNOWWWMMWW&WW@MWMW
from accessing the Internel; unless the parents have specifically denied, permission orthe child: ts subject to- as sanction
e The school will maintairy s current record, of alls staff and, pupils who are granted, access to-the schools electronic
o Al stoff will read and, sign the Staff Acceptable Uses Agreement, before using any school ICT resources.

° PWMMGMMWMWWSMAWM@UwAWWWWmmw
According to Setting Type:

® At Key Stage | pupils access to the Internet will be by adult demonstrations with occasional, directly supervised,

° AtKeg/Stag/ea pupils will, be: superised. Pup&lswdbuseage-app;opmat@searchmgmb&ond/onhnbtool&and;
online activities will be teacher-directed, where necessary,

Assessing risks

As the quantity and breadth of information amvailable throughs the Internet, continues to- grow it s noby possible to

WWWWWTMMMMWOAMMMM¢@WM@®MM

RWMMMMQWMWWMMWWW%D&&MM%WW

° Tmmmmwmmwm%abummwwm Howerrer,
material will never occur wiar a school computer: Neither the school nor the LA can accept liability for the

e The school will, audity ICT use to establish, if the Online Safety Policy and, procedures is adequate and that the
implementation of the: Online Safety Policy is appropriate - see LGEL Online Safety Audit

®  The use of computer systems without, permission or for inappropriate purposes could, constitute a criminal, offence
under the: Computer Misuse: Act 1990 and, breaches will; be reported, to- the Police using 101 or the appropriate

Refer to- Section 3 above
Commum‘oai‘irg/ POlAKJJ/G[\dJPl‘()C@dUl‘@S«
Inhodudng’d\epoliud,and;plooedumbopupds

demelopment; of the School, Online Safety Policy, throughs “pupil; voice” actinities like the: School Councili As pupils
percephions of the riske will wary, the online safety rules will be: explained, or discusseds v anv age-appropriate

nmannenr.
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e Think U Know (now part of CEOP)

o  Childnet

° Iwwmmmmm&mw@bﬁm

®  An online safety module i the PSHE, Citizenship and/or ICT programmes covering boths safe school, and, home
use:

e Online safeliy training as part of the transition programme across the Key Stages and, whern moving bebweer

° AWOWSWWWW%WWAW@U%AWM@W%@W
with, computers/internet; access.

®  Regular reinforcement of safe and, responsible use of the Intemet; and, technology across the curriculumy v all
subjech areas, and extended, schools or extra-curicular activities.

° Pmnaﬂmhmpa@wOnthqp&gedumhmwhﬂepupdsmm&dmwbeMWbl&

Discussing the Policy and, procedures withs Staff

It is important that all staff feel confident; meeting the demands of using ICT appropriatelyy invteaching, administration
and, alls other aspects of their school, and, personal, life and, the: School Online Safetiy Policy and, procedures will only,
preparabion:

Any member of staff who has concerns aboub any aspect of their owry or anyone else's ICT or internel use either
orv or off site, they, should discuss this withs their line manager: Where concems are related to- childrervs safeguarding,

they should, also be reported; to- the DSL who should, followr the Child, Protection Policy and procedure for recording
and, reporting allegations that meet; the: harm threshold, and, recording (and iy some case reporting ue: to- s contractor's

employer) low lemel, concerns thaty do- not.
Al staff hare a unimversal duty to- understand, harms and, protect; children from them, including online: ICT use is
use it or work withy childrery who- use it are included, i amvareness raising and training:

. AwﬁWOWSMPWMWMQWA@Wme

. UPWWWWWWWWMWWWWWWW

e  Reqguirement to read; understand, and, sigr relesant; Acceptable Uses Agreements.

e For staff who manage filtering systems or monitor ICT use: thab they will be supervised by the SLT and, what
the procedure staff should go through if there is o new tool they, want to- use.

e Thab their online conduct out of school could hare arv impact on their role and, reputation v schools Cinily legaly

Volunteers will, receive anv online safety inductions based, onv whaty staff receive bubs suitable for the role they hame
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When we employ anv Earlyy Career Teacher (ECT replacing newdy qualified teacher or NQT) or work withs trainee
teachers the, OSL will ensure; use of thes UKCIS Online Safety Audib Tool or similar self - assessment; with them to-

Enlisting Parents: Support

Internet use iy pupils’ homes is increasingly widespread: Unless parents are amare of the dangers, pupils may hauve
umestﬂded;wxdwmsupemﬂsedacoes&t&ﬂw@lntemﬂtwth@hnm& Th@sdwobmag/beabl@tohdppm\enhs»plam
appropriate; superised, use of the Internet ab home and, educate them about the risks:

Toengagew{ﬂwpm\enbsund,caren&wemll;

e draw attention to our Online Safety Policy and procedures in newsletters, and, on the school, website;
broadly, and, the benefits of a mobile phone~free school enmironment;

® encourage a partnership approach to- online safety at home and aby school, whichy may include demonstration
families, or highlighting online safety issues abs other attended, events e.g. parent; esenings and sports dayes;

®  ask parents and carers to read and sigrv the school, Acceptable Use Agreement, for younger pupils and, discuss

® provide information and, guidance for families aboub; onv online saffetly irv a variety of formats;

®  refer interested parents to organisations listed irv the “Online safety Links”

® adwmise that they checks whether their childs use of the Intemet elsewhere in the community is' covered by arv
appropriate Acceptable Use Agreement; and, if they understand, the rules.

Complmnb&
to- guarantee that unsuitable materials will, neser appear orv o school computer or mobile device.  Neither the school
staff nor the Governing Body/Board, of Directors can accept liability for materials accessed, or any consequences of
internet access.

e Complaints about the misuse of on-line systems will, be: dealt, with, under the, schools Complaints procedure:

e Complaints about cyberbullying are dealt; with, i accordance withy our Anti-bullying procedures whichs form
part of our Behariour Policy and, procedures.

e Complaints related to child protection are deall; withs iy accordance withs school Child, Protection Policy and,
procedures:

®  Any complaints about staff misuse will, be: referred to the Headteachen.

® inferview/counselling by class teacher/Head, of ¥ear/Online Safety Coordinator/Headteachers

° Wpﬂmﬂi&

sgﬁbﬂmmcludmg/exmnmahomcoursewonk/

®  referral to the Police.
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https://www.gov.uk/government/publications/ukcis-online-safety-audit-tool
https://www.kymallanhsc.co.uk/Document/DownloadDocument/10307

ONLINE SAFETY LINKS

This list prosvides links to- relemant; gosernment guidance and o range of national; organisations who canv offer support to-
schools.

Relabedfgwdanwl&m»oilableom
o relationships and sexs education (RSE) and healths education

. WMMMMWE@@MM'%‘MMmQQM
e national curniculum v England, citizenship programmes of studiy

Suppontandresoummalsomﬁadubl@}f\om

National, Centre for Computing Education (NCCE)

UK Council for Internet; Safeby

UK Safer Internet Centre (UKSIC)

Education for a Connected, World,

CEQOP (Child, Exploitations ands Online, Protection Centre)

CEOP_Education Programme (Thinkuknow.co-uk)

Cumbria Safeguarding Children, Partnership (Cumbrias SCP)

I ion Commissioners Office (ICO

Teaching online safety v schools

The PREVENT Dutyy - DEE non- D adwice for Schools and, Childcare Providers
How social media s used to- encourage travel to- Synias and Irag; briefing note for schools - Home Office adwice
Internet Watch Foundation (IWF

Smoothwmall

Anti- Bullying: Alliance

Association for Citi i T

The Diana, Award,

DotCom Charity

Hopes and, Streams

Internet Matters

NSPCC learning

Parent, Zone's school resources

PSHE Association

SWG

Better Internet for Kide

Virtual Global Taskforce — Report, Abuse
Cyberbullying.org

Internet Matters

NSPCC

Parent, Zone

Facehook Aduice to- Parents

Family Online Safety Institute (FOSI)
Get safe online - Tesh your online safety skills

e BBC Own It

o  Childline
o  Chidnet



https://www.gov.uk/government/publications/relationships-education-relationships-and-sex-education-rse-and-health-education
https://www.gov.uk/government/publications/national-curriculum-in-england-computing-programmes-of-study/national-curriculum-in-england-computing-programmes-of-study
https://www.gov.uk/government/publications/national-curriculum-in-england-citizenship-programmes-of-study
https://teachcomputing.org/
https://www.gov.uk/government/organisations/uk-council-for-internet-safety
https://www.saferinternet.org.uk/
https://www.gov.uk/government/publications/education-for-a-connected-world
https://www.ceop.police.uk/safety-centre/
https://www.thinkuknow.co.uk/
https://cumbriasafeguardingchildren.co.uk/
https://ico.org.uk/
https://www.gov.uk/government/publications/teaching-online-safety-in-schools
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/439598/prevent-duty-departmental-advice-v6.pdf
https://www.gov.uk/government/publications/the-use-of-social-media-for-online-radicalisation
http://www.iwf.org.uk/
https://www.smoothwall.com/education/
https://www.anti-bullyingalliance.org.uk/
https://anti-bullyingalliance.org.uk/
http://www.antibullyingpro.com/resources
https://dotcomcharity.co.uk/
https://www.lgfl.net/online-safety/hopesandstreams
https://www.internetmatters.org/schools-esafety/
https://learning.nspcc.org.uk/
https://parentzone.org.uk/beinternetlegends/schools
https://www.pshe-association.org.uk/
https://swgfl.org.uk/resources/
https://www.betterinternetforkids.eu/home
http://virtualglobaltaskforce.com/
https://cyberbullying.org/
https://www.internetmatters.org/
https://www.nspcc.org.uk/
https://parentzone.org.uk/
https://www.facebook.com/help/?safety=parents
https://www.fosi.org/
http://www.getsafeonline.org/
https://www.bbc.com/ownit
https://www.childline.org.uk/
https://www.childnet.com/

